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CopepxxaHue

1. OnwucaHue KOMMeTEHLUN.
1.1.AKTya/IbHOCTb KOMIMETEHLMUN.

KomneteHumns «MHpopmaumoHHas 6e3omacHOCTb» BXoauT B «TOMoO  Hambonee
BOCTPEO0BAHHbIX 1 MEPCNeKTUBHbIX NPOMECCUi» B COOTBETCTBUM C Ny4lUMMMK 3apyOeXKHbIMU
cTaHfapTaMn U1 MepefoBbiIMM  TEXHONOTMAMU. YTBEPXAEHO npukasamnm MuHKUCTepCTBa
obpas3oBaHMsA 1 Hayku Poccuiickoin degepaunn oT 09 gekabpsi 2016 roga Ne 1551, Nel553 B
Buze dPefepanbHbix 06pa3oBaTeNnbHbIX CTaHAAPTOB CpefHero npoeccMoHanbHOro o6pasoBaHus
10.02.04 «O6ecneyeHve MHPOPMALMOHHOW 6€30MacHOCTU TeNeKOMMYHMKALMOHHbIX CUCTEMY,
10.02.05 «Ob6ecneyeHme MHHOPMaLMOHHON 6e30NacHOCTM aBTOMATU3MPOBAaHHbIX CUCTEM>.

Vimes pelsarollyto ponb B MOBCEAHEBHOM (MYHKLMOHMPOBAHUKM, TEXHUK MO 3awuTe
NHOpPMaLMX MMeEeT CNpoc B OpPraHu3auMax pas/iMyHbIX MacliTaboB KOMMEPYECKOro MU
rocyfjapCTBEHHOro CeKTopa, Takue kak: KomnaHus D-Link, Kopg 6esonacHoctn, WHgoTekc,
WHdoBoTY, VH(popm3awmTa n gp. VIHpopmauns KOHPUAEHUMaIbHOrO XapakTtepa HY>4aeTcsa B
3alinTe, CnefoBaTeNbHO - B 3allUTe  HYXAAlOTCA  BCe  3neMeHTbl  cuctemsl:  [K,
aBTOMaTM3MpPOBaHHbIE CUCTEMbI, CeTb, CeTeBOe 060pyAoBaHMe, MepuMeTp 06bekTa U T.M.
TexHUK N0 3awuTe WMHGpOPMaLMM HeceT OTBETCTBEHHOCTb 3a HACTPOMKY 060pyAoBaHWUA W
NporpaMMHoOro obecriedeHuss no 3awmrte WHMOPMaLMK, HafexXHoe (YHKLMOHUPOBaHWe
aBTOMAaTM3MPOBAHHbIX CUCTEM NPEANPUATUSA, NOLAEePXKaHNe UHPOPMALNOHHON 6e30NacHOCTY.

NHhopmaLmoHHas 6e30nacHOCTb TPebyeT LUMPOKUIA CNEKTP NO3HAHWUIA 1 HaBbIKOB B 06/1aCTK
MH(OPMALMOHHbIX TEXHOMOMMIA. B cBSA3M C BbICTPbIM pa3BMTUEM 3TOM 061acTu, TpeboBaHWsA K
TEXHMKaM No 3aliuTe MHHOPMaL MU NOCTOSHHO BO3pacTaroT.

1.2. Mpodeccumn, No KOTOPbIM YYAaCTHUKM CMOrYT TPYAOYCTPOUTLCS I
OCBOEHWS JaHHOI KOMMETEeHLMN.
TeXHMK Mo 3aliuTe HGHoPMaLUN.

1.3. Ccblfika Ha 0bpasoBaTe/ibHbI U/WM NPOGeCCUOHasIbHBIN CTaHAaPT,
(KOHKpeTHbIe CTaHAapThbl)

L KONbHUKN CTyfieHThbI Cneynanncrsl

®[OCCMNO 10.02.04 $roccno 10.02.04 M® «CneuyanucT Mo 3awmre
"ObecneyeHue "Ob6ecneyeHrie MHPOPMALMOHHON  MH(OPMaLMK B aBTOMATU3NPOBaHHBIX
MH(OPMaLOHHON 6esonacHocTy cuCcTEMax»

6e3onacHocTu TeNeKOMMYHUMN aLMOHHBIX http//docs.cntd.ru/document/420377328
TeNEeKOMMYHUKALMOHHbIX cucrem”

cuctem” http://lop-50.gapm.ru/

http://top-50.gapm.ruy droccrno 10.02.05

®rOCCno 10.02.05 "ObecreyeHne NHHOPMALIMOHHO

"Ob6ecneyeHue 6e3onacHoCTU

MH(OPMaLVOHHO aBTOMAaTM3MPOBaHHbIX CUCTEM"

6e30MacHoCTK http://reesfrspo.ru/node/580

aBTOMATM3MPOBAHHbIX CUCTEM

http://reestr;>po.rii/node/580
®roC BO «MHopmaLmoHHas
6e30MacHOCTb (YpOBEHb
Hakanaspuara)»
http://fgosvo,ru/news/1/2131


http://%e2%80%99top-50.gapm.ruy
http://reestr;%3epo.rii/node/580
http://lop-50.gapm.ru/
http://reesfrspo.ru/node/580
http://'fgosvo,ru/news/l/2131

1.4. TpeboBaHMA K KBa/IN(hUKaLUN,

LI KONTbHUKN
[omKeH 3HaTb:

0COBEHHOCTY n CrnocoobI
NMPUMEHEHMS  MPOTPaMMHbIX
NporpamMMHo-annapaTHbiX  CPeacTB
3alMTbl MH(OPMaLMK, B TOM YKMCHe,

B onepaLoHHbIX cucTemax,
KOMMbIOTEPHBIX CeTsX, 6azax
[aHHbIX;

TUNOBbIE MOZENW YNpaBfeHus
[OCTYroM, CpeacTs, MeTOZOB M
MPOTOKOMOB  WAEHTUGMKALMM — ©
ayTeHTU(UKaLMW;

TUNOBblE CpPeacTBa W MeTodbl
BedeHWs  ayauTta,  Cpeicts  u

Cnoco60B 3alyThbl UHOpMaLUM B
NOKa/bHBIX BbIUNCAUTENBHBIX CETSAX,
CcpeacTs AT oT
HECAHKLIMOHMPOBAHHOTO [OCTYMa;

OCHOBHbIE MOHSTUS  KPUMTOrpagmm

M TUMOBLIX  KPUMNTOrpanUeCcKNX
METOLOB W  CPeAcTB  3alluThl
NHopMaLmu.
JonKeH ymeTsb:

yCTaHaBnMBaTb,  HacTpavBaTb,
NPUMEHATb nporpamMmmMHble 7

nporpamMHo-annapaTHble CpeacTsa
3aLMTbl MHOPMALIMW;
[OMarHoctTupoBatb,  YCTpaHATb
0TKas3bl, obecneyrBatb
paboToCNOCO6HOCTL U TeCTMPOBaTb
(hyHKLMU NpOrpaMmMHO-annapaTHbIX
CPeACTB 3aLLMThl MHOPMALWY;
MpoBepsAThL BbIMO/IHEHE

Tpe6oBaHWi no 3awmre
NHopmaLuu oT
HEeCaHKLIMOHMPOBAHHOrO  [OCTyna
npu arTecTauum 061bEKTOB

MH(opmaTnsauum no TpeboBaHUAM
6e30nacHOCTM UH(opMaLuK;
1CMonb30BaTh TUNOBbIE
nporpaMmMHble  KPUNTOrpagmueckue
CpeAcTBa, B TOM yucne
3NEKTPOHHYIO MOAMUCS;
yCTaHaB/NMBaTb W HacTpauBaTb
CpeAcTBa aHTWMBMPYCHOW 3alnTbl B
COOTBETCTBMM C MpeSbsBNSeMbIMA

Tpe6oBaHUAMM;

OCYLLECTBMIATb  MOHUTOPUHT 1”1
perucTpauuio CBeLEHNIA,
Heo6XoaNMbIX ans 3aLLUTbI
06bEKTOB MHhOpMaTM3aLuu, B TOM
yucne c CMO/b30BaHNEM
MporpaMMHbIX WM NPOrpamMMHO-

annapaTHbIX CPeACTB 0BHAPYXKEHUS,
npeaynpexaeHnus U NMKBUAALUM
MOCNEACTBUIA KOMMbIOTEPHbIX aTak,
MMETb NPaKTUYECKNIA OMbIT B:
YCTaHOBKe " HaCTpoViKe

CTypeHThI
[omKeH 3HaTb:

0CO6EHHOCTM n crocobsl
MPUMEHEHUS  MPOrpaMMHbIX U
NnporpamMMHo-annapaTHbIX — CpeicTs
3alUMTBl MHGOpMaLMK, B TOM YuCre,

B 0nepaLmoHHbIX cucTemax,
KOMMbIOTEPHBIX ceTsx, 6azax
JaHHbIX;

TUMOBbLIE MOZENWN  YNpaB/eHns
[OCTYyNnOM, CpeACTB, MeTOZOB U
MPOTOKOMIOB  MAEHTUMKaLMN 1
ayTeHTU(MKaLMW;

TUNOBblE CPeACTBA W  MeTOAbl
BedeHns  ayauTa,  CPeacts U

CMoco6oB 3aLMThl MHOPMALUM B
NOKa/bHbIX BbIUUCIMTENBHBIX CETSX,
CpeacTB 3aLUTH ot
HECAHKLMOHMPOBAHHOI O JOCTYNa;

OCHOBHblEe MOHATUS KpUMTOrpagmm

M TUNOBBLIX  KPWUMTOrpapuueckunx
METOLOB M CPeAcTB  3aluuThl
NH(opMaLmu.
JlomKeH ymeTb:

yCTaHaBnMBaTb,  HacTpavBaTb,
NPUMEHATb nporpammMHble "

nporpaMmMHo-annapaTHble CpeAcTBa
3aLWTbl MHKOpMaLNK;
[MarHocTmpoBsatb,  YCTPaHATb
0TKa3bl, obecneuvBatb
paboTocnocobHOCTL M TeCTMPOBaTb
(hYHKUMM MporpamMMHO-anmnaparHbIX
CPefCcTB 3aWwuTbl UH(OpMaLMH;
NpoBepsAThH BbIMOMHEHME

TpeboBaHwii no 3almTe
NHopmaLun oT
HECaHKLMOHUPOBAHHOIO  J0CTymna
npu aTTecTayumn 06bEKTOB

MHhopmaTm3aumM no TpeboBaHUAM
6e30MacHOCTU MHopMaLMK;
1CMONb30BaTh TVMNOBbIE
MporpaMmMHble  KpUnTOrpaguyeckme
CpefcTBa, B TOM yucne
3NEKTPOHHYH MOAMUCH;
yCTaHaB/MBaTb W HacTpauBaTb
CpeAcTBa aHTMBMPYCHOM 3almTbl B
COOTBETCTBMM C MpPeSbABISEMbIMM

TpeboBaHUAMY;

OCYLLECTBNATb  MOHWUTOPUHT 1
perucTpayuio CBE/IEHUIA,
HEobX0ANMbIX ansa 3aLWmThl
06bEKTOB MHopMaTM3aLum, B TOM
yucne c CMOMb30BaHNEM
NpPOrpaMmMHbIX M MPOrpaMmmMHo-

annapaTtHbIX CPeACcTB 0GHAPYXKeHUs,
NPeaynpexaeHns 1 AMKBUZALAN
Moc/neaCTBU KOMMbIOTEPHBIX aTak,
MMETb MPaKTUYECKUIA OMbIT B:
YCTaHOBKe 7 HaCTpoiike

CneuynanucTsl
[on>keH 3HaTh:

Tunosble cpeacTBa W MeTOAbl
3alnTbI I/IHCbOpMaLWII/I B JTOKaJIbHbIX
N rNoGaNbHBLIX  BbIYNCANTENbHBIX

CeTsAX
basoBsas KOH(Mrypaums
CUCTEMbI  3aWWTLI  MH(OpMaLum

aBTOMaTI/I3I/IDOBaHHOI7I CUCTEMbI

OcobeHHoCTH NPUMeHeHNs
MpPorpaMMHbIX M MPOrpaMMHO-
annapatHbIX  CPeacTs  3aluThbl
WHhopmaLum B

aBTOMAaTM3UPOBAHHBIX CUCTEMAX
TunoBble CpeacTBa, METoAbl U
NPOTOKO/bI naeHTUdMKaLMK,
ayTeHTU(MKALMM 1 aBTOpMU3aLMK
HopMaTuBHbIE MPaBOBble aKTbl B
06s1acTy 3aLUThI MHpOpMaLLMK

OpraHusauyuoHHble  Mepbl O
3alumTe MHopmaLmm
JomKeH ymeTb:

KoHturypmpoBaTb  napameTpsl
CUCTEMbI  3aWMTbl  MH(OPMaLMK
aBTOMATM3UPOBAaHHOW CUCTEMbI B
COOTBETCTBUM c ee
3KcnyaTaLyoHHOIA
[LOKYMEHTaL e,

OG6HapymBaTb U YCTpaHsTb
HEMCNPaBHOCTA  CUCTEMbI  3aLLUTHI

VH(OpMaLIMK, aBTOMATW3MPOBAHHO

CUCTEMB! corsiacHo
3KCM/Ty aTalyOHHON AOKYMEHTALMN.
Mpown3soanTb MOHTaX n

[NarHoCTVKY KOMMbHOTEPHbIX CETEN.
Wcnonb3oBaTh TWMOBbIE
KpunTorpagmueckme cpeacTea
3aLWMTbl UHGOpMaLWK, B TOM YuCHe
CpeacTBa 3/1eKTPOHHOI NOAIUCH.
Oopm/IsiTE  JOKYMEHTALMIO 1O

pernameHTauMyM  MeponpuaTWin - ©
OKa3aHu1Io ycyr B 06/1acTy 3alnTbI
MH(opmaLmn.

OdhopmnaTb TEXHUYECKYIO

[OKYMEHTALMIO B COOTBETCTBUM C
HOPMATMBHLIMU MPABOBLIMW aKTaMu
B 06/1aCTL 3aLLMThI MH(OPMALMK.

Wcnonb3oBaTb  NporpaMMHble
cpegctea 4N apXMBMPOBAHMA
WHopMAaLMW.

Mcnonb3oBaTb NporpaMmHbie U
nporpamMmMHo-arnapaTHble, CpefcTsa
4N YHUUTOXKEHMS MH(OPMaLMN 1
HocUTeneln NH(opMaLMu.

Vcnonb3oBarb TUMOBbIE
KpunTorpaguyeckme cpeacTBa
3aLMTLl MHGOpPMaLMK, B TOM YuC/e
3NIeKTPOHHYO MOANWCE.

Onpefenatb  UCTOYHUKM U



MpOrpaMMHbIX
NHhopMaLmu;

TECTPOBaHNM (hyHKLWA,
[MAarHoOCTUKe, YCTPaHeHUM OTKAa30B
7 BOCCTaHOB/IEHNM
paboTocnoco6HOCTM  MPOrPaMMHBbIX
1 NPOrpaMMHO-anmnapaTHbIX CPeLCTB
3aLMTbl MHOPMALIMN;

yueTe, 00pabOTKe, XpaHEHUU W

cpeacts  3allnTbl

nepegaye MH(opMaLmu, ans
KOTOpOI YCTaHOB/IEH PEXUM
KOH(MEeHUMANbHOCTH.

NPOrpaMMHbIX
NHhopMaLnK;

TECTUPOBaHUK hyHKLWA,
[MarHOCTUKe, YCTPaHEHUM OTKa30B
7 BOCCTaHOB/IEHUN
paboToCcnOCO6HOCTM  MPOrPaMMHbIX
1 NporpamMmMHo-annapaTHbIX CPeLCTB
3aLmMTbl UHOPMAaLLUK;

yuyeTe, 00paboTKe, XpaHeHWU K

CPeacTs  3alThI

nepegaye nHopmaLum, ans
KOTOpOii YCTaHOB/EH peXxXunm
KOH(UAEHLMANIBHOCTU.

MPUYKHBI BO3HWKHOBEHUSA
VHLMAEHTOB.
OueHuBatb nocneacTsus
BbISIBNEHHbIX UHLAEHTOB.
OG6Hapy»XmBaTb HapyLLeHUs
MpaBu pasrpaHuyeHns JocTyna.
YCTpaHsaTb HapyLleHus npasun

pasrpaH1yeHus JocTyna.

OcyLuecTBNATL KOHTPO/b
obecneyeHus YPOBHS
3aLLMLLEHHOCTU B

aBTOMaTM3NPOBaHHbIX CUCTEMAX.
Vicnonb3oBatb
Kpuntorpaguyeckme  MeTogbl "
cpeaAcTBa 3aliMTbl MHGoOpMauMn B
aBTOMAaTU3NPOBAHHbIX CUCTEMAX.
Co3paBatb, yaanatb U U3MEHATb

yUeTHble  3anucu  MoNb30BaTenei
aBTOMAaTW3MPOBAHHON CUCTEMbI.

MnaHupoBaTb NoONUTUKY
6e30nacHOCTM MPOrpamMmMHbIX
KOMMOHEHTOB.

aBTOMaTNU3NPOBaHHbIX CUCTEM
YcTaHaBnvMBaTb M HacTpausaTtb

OMnepauyoHHbIE CUCTEMbI, CUCTEMbI
ynpaBneHnsa  6asamyM  JaHHbIX,
KOMMNbIOTEPHbIE cetu 7
MporpammMHble CUCTEMbI C YYETOM
TpeboBaHMA MO 0GECMeYeHnto
3allmMTbl UH(OpMaLMK.
Pernctpuposatb cobbITHS,

CBsA3aHHbIE C 3aWMTON MH(opMaLMn
B aBTOMATU3MPOBaHHbIX CUCTEMAX.

AHaM3mpoBarb cobbITHA,
CBA3aHHble C 3aMTOol MH(opMaLmu
B aBTOMATU31POBaHHbIX CUCTEMAX.

KoHurypupoBatb — napameTpbl
CUCTEMbI  3aWWTbl  MH(OPMaLMN
aBTOMATU3UPOBaHHBIX CUCTEM.

MpyMeHsATb TEXHWUYECKME
cpefAcTBa KOHTPONsA 3(hdeKTUBHOCTM
Mep 3aLLmnTbl MH(opMaLMK.

MprmeHaTL TUMNOBbIE
MporpamMmmMHble cpencTsa
pes3epBnpoBaHnNsS 1N BOCCTAHOB/IEHNA
NHopmMaLmm B

aBTOMATW3UPOBaHHbIX CUCTEMAX.

MpUMeHsTb nporpamMmmMHble
cpencTea obecreyeHns
6€30MacHOCTY AaHHbIX.

[JokymeHTMpOBaTh AeiCTBUA MO
YCTPaHEHMIO  HEWCMpaBHOCTel B
pabote CUCTEMBI 3alUmnThI
MH(hopMaLun, aBTOMaTU3MPOBaHHOA
CUCTEMB!

BbisiBneHne yrpo3 6e3omnacHoOCT
NHopMaLmm B
aBTOMATM3UPOBaHHbIX CUCTEMAX.

YcTpaHeHue  HefloCTaTkoB B
(hYHKLMOHMPOBaHWM CUCTEMBI
3alUmnThI MH(opmaLmmn

aBTOMAaTM3MPOBAHHOM CUCTEMBI.
MPUMEHSITE  UHCTPYMEHTA/TbHbIE



2.KoHKypCcHoe 3ajaHue.
KoHKypCcHOe 3afiaHne MOoXeT 6bITb M3MeHeHO Ha 20% B npegenax
CYLLECTBYHOLLUX MOAYNEN.

2.1. KpaTkoe onucaHve 3ajaHuA.

CpeAcTBa KOHTPONSA 3alyLLIEHHOCTY
NHopmaumm B
aBTOMATM3MPOBAHHbIX CUCTEMAX.
YcTpaHsaTh N3BECTHbIE
YA3BMMOCTM  aBTOMAaTW3MPOBaHHOM
CUCTEMbI, npuBogsALLMe K
BO3HWKHOBEHMIO yrpos
6e30MacHOCTV MH(opMaLUK.
YCTpaHsTh BbISIBNEHHbIE
YA3BUMOCTU  aBTOMAaTV3MPOBaHHOW
CUCTEMbI, npueogALLme K
BO3HUKHOBEHWIIO yrpo3
6e30MacHOCTV MHQOPMaLMN.

CTyneHTbI: B xoae BbIMOMHEHUS KOHKYPCHOrO 3afaHus HeoOXO0AMMO NPOCKaHWPOBaTb
ceTeBON TpatmK. HacTponTb MHPpacTpykTypy Windows Server v KNMEHTCKON MalLVHbI.
YcTaHOBUTH 3alimieHHoe HTTPS B3anmopaeincTame.

2.2. CTpyKTypa 1 NoapobHoe onncaHne KOHKYPCHOMO 3ajaHusl.

CTypeHT

HanmeHoBaHue 7]
onucaHue mopyns

Mogaynb 1
CkaHvipoBaHvie
CeTeBOro Tpadmka.

Mogaynb 2.
HacTpouTb
NH(PACTPYKTYpY
Windows Server wu
K/IMEHTCKOM
MaLlWHbI.

Mogynb 3.
YCcTaHOBUTb
3allnLLEHHOe

HTTPS
B3aMMO/ECTBYE.

JeHb Bpewms

MepBblii 30 MUHYT
JeHb

MepBbIli 1yac
AeHb

MepBblit 30 MUHYT
JeHb

2.3.NocnepoBaTeNbHOCTb BbINO/IHEHNSA 3aaHUA.

PesynbTar

MpockaHupoBaH 1
OT(MIbTPOBAH
HEO6X0ANMbII
TpahmK, HaligeHsbl
KNOYeBble
napameTpbl

CKOH(pMryprpoBaHbl
MaLumHbl ¢ Windows
Server u KMeHTCKas
MaLLmHa B
[IOMEHHOIA 30HE.

PaboTaet
3alMLLIEHHOe
HTTPS coeanHeHue



CTyfeHTbI:

Mogynb 1. CKaHMpOBaHWe CETeBOro Tpaumka.

MpockaHMpoBaTb CETEBOW TpauK OT OAHOW BUPTYaSbHOW MaluWMHbl K [ApYrow,
onpefennTb KKYeBble napameTpsbl.

Moaynb 2. HacTpouTb WHMpacTpyKTypy Windows Server u KJ/IMEHTCKOWM

MaLUVHbI.

HacTpontb wuHppacTpykTypy Windows Server ¥ KAMEHTCKOW MalUUHbI. 3aBecTu
nonb3oBatenieil B8 AD ¢ He06X0AMMbIMU NpaBamu. HacTpouTb rpynnoBble MNONTUKN.

Mogaynb 3. ¥YCcTaHOBUTb 3almiuieHHoe HTTPS B3anmogenicTBue.

Co3pgaTb Lenoyky cepTugukaros gns sawmuweHHoro HTTPS coeguHeHus.

2.4. 20% wn3MeHeHVe KOHKYPCHOro 3ajaHus.

["NaBHbIA 3KCMepPT B NpaBe M3MEHUTb NapaMeTpbl HACTPOWKM BUPTYabHbIX MalUuH
NS paboTbl C CeTbIO, a TAKXKE U3MEHUTbL CXeMY KOH(urypuposaHus VipNet.

2.5. Kputepun oueHKM BbIMOHEHUS 3aaHusA

CTyLEeHTbI:
No Kputepum HauBbicLuunii
n/n 6ann
Mogayrnb 1.
1 OG6Hapy>eHue K1H4YEeBOro napameTpa 20
Mogynb 2.
2. CosfaHbl rpynnbl
3. 3aBefieHbl N0Mb30BATENN B CUCTEMY B rpynny 10
4. TpaBWbHO CKOH(UIYPUPOBaHbI NpaBa NnoJsib3oBaTesnein 10
5. TNpaBUNbHO CKOH(UIypupoBaHbl MNOpThl AN bpaHamayapa 20
6. YcTaHOB/NEHO NporpaMmHoOe obecrneyeHne yepes rpynnosble 20
NOMNTUKM
7.  Mogynb 3.
8. Co3pgaHbl Heo6Xx0AMMblE CEPTUGMKATI 10
9. PaboTaer 3alnLLeHHOE COeJMHEHWNE C CEPBEPOM 10

Bcero 100

3.MNMepeyveHb MCNONbL3yEMOro 060pyAO0BaHUA, WHCTPYMEHTOB WM PacXOfHbIX
MaTepunanos.

3.1. LUKONbHUKMW, CTYIEHTbI, CNEeLNanmncTbl

OBOPYAOBAHWE HA 1-NO YHACTHUKA



Ne HanmeHoBa
Hue

1 Cron

2 Cryn

B APM

4
MeMn

5  YpwHute

nb

6  Windows 7
WA BblLLE

7 VMware
Workstatio
n

8 Kali Linux

9 Putty

Ne HaumeHo

BaHue
1 LWapwukos
as pydka
2 Nuct
bymarm

doTo0
Heo6XxoaMmMoro

obopypoBaHus,

cpeacTBa
UHANBUAYANbH
O 3alNThbl

n

O6opyaoBaHUE, MHCTPYMeHThI, 10, mebenb
Tex. XxapaKTepUCTUKM 060pyA0BaHNSA, MHCTPYMEHTOB U CChI/iIKa Ha
caiT nponsBoanTeNnd, noctaBlwnKa

1200x1200 mm, https://meb-biz.ru

OdmcHbIi, https://beautyoffice.ru

Intel Core i7, 16GB RAM wn 6onee, 500GB HDD wu
60nee,0C WINDOWS 10, 2 moHUTOpa 24 gtolima n 6onee,
MbILWb, KnaBmnaTypa, 4OCTYN K TOUKe fOCTyna y4acTHMKa
yepes wi-fi KapTy KOMMNblOTepa UK CeTeBOI Kabenb

He meHee 500 VA, https://www.dns-
shop.ru/product/9d493cda46bd3 330/ibp-dexp-cee-
650va/?p=1&i=7

220B, 2 meTpa, 6 po3eToK,
https://www.citilink.rU/catalog/computers_and_notebooks/p
owersafe/powerfilters

YcTaHoBneHHaa ans pabotel B VMware Workstation

hJ1

VMware Workstation

B YcTaHoBNeHHas gnd pabotel B VMware Workstation

Y CTaHOBLMK

PACXOAHBIE MATEPUNAJIbI HA 1YYACTHUKA

PacxofHble MaTepuasbl
TeXHUYECKNE XapaKTepUCTUKN

En. Kon-Bo
N3MepeHn
A
LLT. 1
LLT. 1
LLIT. 1
LLT. 1
L. 1
LT, 1
LT, 1
LLT.
LLT.
Epn. Kon-Bo
n3mepeH
%3]
LLIT. 1
LLT. 1

PACXOOAHBLIE MATEPUAJbI, OBOPYJOBAHWNE N MHCTPYMEHTbLI, KOTOPbIE YHACTHUNKW
AOJ/TKHbl MMETb TMPW CEBE (npun HeobxoaumocTw)


https://meb-biz.ru
https://beautyoffice.ru
https://www.dns-
https://www.citilink.rU/catalog/computers_and_notebooks/p

1

PACXOAHBIE MATEPUNAJIbI N OBOPYAOBAHWE, 3ANPEWEHHBIE HA TVTOWWAOKE

Mo6ubH
ble
yCTpOiCT
Ba

AJOMNMONHWNTENBbHOE OBOPYAOBAHWE, NMHCTPYMEHTbBI KOTOPOE MOXET NPUBECTU C

HanmeHoBa
Hue

OpraHaii3
ep
Bpaiins
Braille
Sense U2
Cneuunan
n3npoBaH
Hoe 1O
aons
cna6osug
ALNX

HanmeHoBa
Hue

Cryn

Cron

APM

MpuHTep

HanmeHo
BaHue

®doTo
Heo6X0AMMOro
obopypoBaHus,
cpeacTBa
WHANBUAYaNbH
ol 3aLMThI

Jgjjjt-

COBOW YUACTHWK (Npy Heo6X0aMmMocTH)

Tex. xapakTepucTUKy 060py0BaHUS 1 cCblNKa Ha caiiT
NpoV3BOANTENS, NOCTaBLLMKa

http://com-v.ru/tiflomarket/braille-sense-u2-qweily/

https://www.smartaids.ru/catalog/sighting loss/kompyutem
aya-tekhnika-i-po-dlya-slabovidyashchikh-i-
slepykh/programmnoe-obespechenie/

OBOPYOOBAHWE HA 1-TO SKCIMEPTA (npn Heobxo4numocTw)

®doT0
Heo6XxoAMMoro
o6opypoBaHus,
cpefcTBa
WHANBUAYaNbH
olf 3almnThI

ISL

R S A

PACXOAHbLIE MATEPVNANBI HA 1 3kcnepTta (NpyM He0o6X04UMOCTU)

O6opypoBaHune, mebesnb
TexHu4yeckue XapaKTepUCTUKN N CCblNTKa Ha cainTt nponssoanTensa,
nocTtasLwnKa

OdmcHbIi, https://beautyoffice.ru

1200x1200 mm, https://meb-biz.ru

Intel Core i7, 16GB RAM u 6onee, 500GB HDD u
60nee,0OC WINDOWS 10, 2 moHuTOpa 24 atoiima u 6onee,
MblLWb, KNaBnaTypa, 4OCTYN K TOYKe JOCTYyna y4yacTHMKa
yepe3 wi-fi kKapTy KOMNbOTEpPa UK CETEBOI Kabenb

Keyocera m2235dn

PacxofHble MaTepunanbl
TexHuyeckune XapakKTePUCTUKKN

Ep.
n3MepeHu
b

Eg.
N3MepeHun
P

En.
N3MepeH

Kon-Bo

Kon-Bo

15

15

15

15

Kon-Bo


http://com-v.ru/tiflomarket/braille-sense-u2-qwei1y/
https://www.smartaids.ru/catalog/sighting
https://beautyoffice.ru
https://meb-biz.ru

1 bBymara bymara ojucHas M. 15
2 Pyuka L. 1/5
LapuKoBa

A
OBU[AA MHO®PACTPYKTYPA KOHKYPCHOW MNNOLWALKW (npn HeobxoanmocTw)
JononHntensHoe o6opyfoBaHue, cpefcTBa UHANBUAYANbHON 3aLUTbI

Ne HaumeHosa doTo Tex. XapaKTepUCTUKW [OMOMHUTENLHOrO0 060pyA0BaHUA N CPeAcTB Epn. Kon-Bo
HVe HeobxoAnMMOoro WHAWBUAYANbHOW 3alUThbl U CCbI/IKAa Ha CaiiT NPoOM3BOAUTENS, n3MepeHun
obopygoBaHuMs,  nocTaBLUKa a
cpeacTea
UHANBUAYaNbH
olA 3aLUThI
1 OrHetyw OrHeTywmnTeNb YIEKUCNOTHLIW, http://www.magazin01.ru LLT. 2
uTenb <
KOMHATA YYACTHMKOB (npn HeobXxoamMmocTu)
O6opypoBaHune, mebesnb, pacxogHble matepuanbl (MpyM HEO6XOLUMOCTH)
1 Crton
2 Bewanka Bewano - cToiika gnsa ogexapl L. 1

MOMOJIHNTEJIbHBIE TPEBOBAHUA K NMNTOWAAKE/KOMMEHTAPUI
KonnyecTBO TOUEK 3/1IEKTPONUTAHMUS U NX XapaKTEPUCTUKU, KOMYECTBO TOYEK MHTEPHETA 1 TPEBOBAHMUS K HEMY,
KO/IMYECTBO TOUEK BOAbl U Tpe6OBaHUS (ropsyas, XonogHas)

Ne  HaumeHo Tex. XapakTepucTuku

BaHHe
1 220 B L. 16
4. MuHMManbHble TpeboBaHMA K OCHaLleHUIO paboynx MecT C Yy4deToM
OCHOBHbIX HO30/10T WA,
Mnowagb, LnpuHa npoxoga CneuunanmsmposaHHoe
M.KB. Mexnay pabouMmn 060pyLOBaHWeE, KONMYECTBO.*
mMecTamMmu, M.
PaGouee MecTo He MeHee 2,5 He MeHee 1M https://www.obrazov.org/
y4acTHmKa C KB. M (Konuyectso obopyaoBaHus
HapyLleHneM 3aBUCUT oT KonuyecTtsa
cnyxa YUYaCTHUKOB)
Pa6ouee wmecTo 60nee 3 M He MeHee 1M https://www.obrazov.org/
y4acTHMKa c (Konuyectso obopyaoBaHuA
HapyLlieHnem 3aBUCUT oT KO/iInyecTBa
3penna YUYaCTHIKOB)
OpraHaisep bpaiing,
cneumann3mpoBaHHoe
nporpamMMHoe obecneyeHue Ans
cnabongawmx
Pa6ouyee mecTto 6onee 3 M Pasmepbl 30HbI  https://www.obrazov.org/
y4acTHuKa ¢ Cronbl c paboyero MmecTa Ha (Konuyectso obopyoBaHus
HapyLleHnem PErynMpoBKoin  OAHOrO pebeHKa 3aBUCUT oT Konm4yecTBa
OAA no BbICOTE. MWHBanMAa Ha Kpecne- Y4aCTHUKOB)
MWHMManbHbIA  KONSAICKE  COCTaBNANOT
pasmep 30Hbl He MeHee 1,8x0,9 m.
Ha ogHo mecto [lpoxop mexay
c yyeToM pabounmu cTonamu


http://www.magazin01.ru
https://www.obrazov.org/
https://www.obrazov.org/
https://www.obrazov.org/

nogvesga U Ans CBO60/IHOIO

passopoTa npoesfa u noawbesfa K
KONACKN paBeH CTOMy LO/KEH OblTb He
1,8x1,8 m. meHee 09 wm, Te.
pasmepsbl pabouei
30Hbl BMecTe C
npoxogom - 1,8x1,8 m.
WwnpuHa npoxofja
Mexnay psgamu CTonoB
ans yJalumxces,

nepefisuraroLinxcs B
Kpecnax Konsckax u Ha
onopax - He meHee 0,9
M OT CMWHKW CTyna Ao
cnefytoulero crona, ay
MecTa Yyuallerocd Ha
Kpecne Kofifcke BAO/b
npoxoga He meHee 14

M
Pabouee  MecTO He MeHee 2,5 He MeHee 1M https://www.istok-
yyacTHMKa C KB. M reatech.ru/catalog/
coOMaTU4YeCKNMun
3abonesaHuAMU
Pabouee  MecTo He MeHee 2,5 peKOMeHAyeTcs https://inva24.ru/
y4acTHuka C KB. M npegycMarpueartb
MEHTAa/IbHbIMU nony3aMKHyTb|e
HapyLEeRNAMM pabouue MecTa-

KabuHbl (C 6GOKOBbIMU

6opTrKamu "

JKpaHammu y  CTONa,
BbICOKUMU  CMIUHKaMM
CUAEHWNIA, ¢ BopTMKaMK
orpaXkgeHunamm no
6okaMm 1 c3agu v T1.n.),
4YTO CO3f4aeT AN 3TUX
yyaumxes 6onee
CMOKOMNHY0
06CTaHOBKY, MOMOraeT
perynmposaTb
MCUXO0/I0TMYECKYHO
AUCTaHLMIO C
OKpYXXatoLwumu.

*yKa3b|BaeTCF| CCblIIKA Ha CcaiT C Tex. XapakTepnuctnkKamu, nnM6o0 HaMMeHOBaHWE WU TeX.

XapaKTepuUCcTukn cneymnannsnpoBaHHoOro O60py,qOBaHMH.

5. CxeMa 3aCTpoliK1 COpeBHOBATENbHOWM MOLLLAAKMN.

3acTpoiika oCyLecTBASAETCA Ha rpynny y4acTHMKOB
- Ha 5 pabo4ynx MecT (CTYyAeHTbI)


https://www.istok-
https://inva24.ru/

[ns Bcex KaTeropuii

Pa6oyee mecto | monutop ~ | CuctemHblit 610k <= UBM S
O cryn WI-FI yuacTHuKa . MbILb

Pabouee mMecTo y4yaCTHUKa

MOHUTOP MOHUTOP

2N

CucTeMHbI 610K

cTon

cTyn

6. TpeboBaHMA OXpaHbl Tpyaa U TEXHUKN 6e30MacHOCTH

TexHuka 6esonacHocTu. O6LMe TpeboBaHnsa 6e30nacHOCTM.
HacTtoawas MHCTPYKLMS pacnpoCcTpaHAaeTCca Ha AOMYLEHHbIX Ha MIoWaaKy COpeBHOBaHWIA



WL,  3KCNyaTUPYHOLNUX CPeAcTBa BbIYUCIUTENBHON TEXHUKM U CeTeBoe 060pyfoBaHue.
NHCTpYKUMA cofepXUT obLine yKazaHus no 6e30nacHOMY MPUMEHEHUIO 3/1IEKTPO060pyL0BaHNA
nnowagKy CcopeBHOBaHWA. Tpe6oBaHWA HaCTOsLLe WHCTPYKUUW SBNAKOTCA 0683aTe/lbHbIMK,
OTCTYN/IEHUS OT Hee He fonyckKatoTcs. K camocTosTeNbHOM aKCnayaTaumMm anekTpoannapaTypsl
[0MycKaeTcs TONbKO LA He MosoXe 18 neT.

TpeboBaHna 6e30nMacHOCTW Nnepej Havyanom paboThl.

Mepes Hayanom paboTbl crnefyetT y6eAMTbCA B UCMPABHOCTM  3/1IEKTPOMPOBOLKMY,
BblK/tOYaTe e, LITENCeNbHbIX PO3ETOK, NMPXU MOMOLLM KOTOPbIX 060pyAOBaHMe BKOYaeTcs B
CeTb, HA/IMYMM 3a3eM/IEHNA KOMMNbOTEPa, ero paboTocnoco6HOCTMH.

Tpeb6oBaHua 6e30nacHOCTM BO BpeMSA paboThl.

[Ns CHYWKeHWs Wan NpefoTBpaLleHns BANAHUA ONacHbIX U BPeAHbIX (haKTOpoB HEOOXO0AMMO
cobntogate CaHUTapHble NpaBuia U HOPMbI, TUTMEHNYECKME TPebOBaHMSA K BUAEO-ANCTIENHbIM
TepMUHanam, nepcoHasbHbIM 3/IEKTPOHHO-BbIYNCIUTE/IbHBIM MaLLUMHAM U OpraHu3auum paboThbl.

Bo n3bexkxaHne noBpexaeHns M3014uM1M NPOBOLOB M BO3HUKHOBEHWUS KOPOTKUX 3aMblKaHWA
He paspeluaeTcs: BellaTb YTO-MO0 Ha MPOBOAA, 3aKpawumsBaTb U GeNUTb LUHYPbl U MPOBOAA,
3aKnafblBaTb MpoBOA4A W LWIHYpPbl 3a rasoBble W BOLONPOBOAHble TPyObl, 3a 6Garapeu
OTOMWUTENbHOW CUCTEMbI, BblAepruBath LUTENCENIbHYK BW/IKY W3 PO3ETKW 3a LUHYp, Yycuaue
[O/IXHO ObITb NPUNOXEHO K KOPNYCY BUNKK.

[Na VCKNOYEHUS MNOPAXEHUS 3NIEKTPUYECKUM TOKOM 3arpeLyaeTcs: 4acTo BK/OYaTb U
BbIK/IOYaTb KOMMbOTEP 6€3 Heob6X0AMMOCTU, MpUKacaTbCi K 3KpaHy W K Tbi/IbHON CTOPOHE
610KOB KOMMbtOTepa, paboTaTb Ha CpeAcTBax BbIYMCAUTENbHOW TEXHUKM WU CETEBOM
060pyA0BaHUN MOKPLIMU pyKamu, a TakXe UMeTb Ha paboyem MecTe Tapy C BOAON Wau ApYyroii
XWNLKOCTbIO, paboTaTb Ha CPeAcTBax  BbIYUCAUTENbHONW TEXHWKM U nepudepuitHoM
060pyA0BaHNY, UMEIOLLMX HApYLLEHNS LLeNOCTHOCTU KOpMnyca, HapyLUeHUs M30M5LUui NPOBOLOB,
HENUCnpaBHY VHAUKALMIO BKIKOYEHUSA NUTaHWUA, C NPU3HaAKaMU 3/1eKTPUYECKOTO HarnpsxeHus
Ha Kopnyce, KNacTb Ha CpefCcTBa BbIYUCIUTENbHOW TEXHUKM U NepudepuintHom o60pynoBaHUm
NMOCTOPOHHWE MpPeaMeThl.

3anpelyaeTtcs nog Hanps>KeHWeM o4uLLaTb OT MbIIN U 3arPA3HEHNS 31IEKTPO060PYA0BaHME.

3anpewaeTcs NpoBepsiTb PaboToCnoco6HOCTL 3M1EKTPOO60OPYA0BAHNSA B HENPUCNOCOOIEHHbIX
ANA 3Kcnayatauum MOMELLEHUsAX C TOKOMPOBOAALMMM MOMIaMK, CbIPbIX, HE MO3BOJIAKOLLMNX
3a3eM/INTb JOCTYMHbIe MeTa/llIMYECKME YacTy.

HeponycTMo nog HanpsbkeHWeM MPOBOAWUTbL PEMOHT CPeLCTB BblUYMCAUTENIbHON TEXHUKU U
nepugepniitHoro 060pyaoBaHus.

PeMOHT aneKkTpoannapaTypbl MNPOW3BOAMTCA TOMLKO  CMeuuanucTamm  TeXHUKaMu ¢
co6t0ieHNEM HEOOXOANMBIX TEXHUYECKMX TpeboBaHWA.

Bo n3bexxaHne nopaxxeHWUs 3NEKTPUYECKUM TOKOM, MPW MO/b30BaHWUM 3neKTponpubopamm
HeNb3d  KacaTbCi  OfHOBPEMEHHO  KakuMx-1nbo TpybonpoBoAoB, 6GaTapeil  OTOM/EHMS,
MEeTa//IMYECKMUX KOHCTPYKLMIA, COBAUHEHHBIX C 3eMIEN.

Mpy NOMb30BaHUM  3NEKTPO3Hepruelt B  CbipblX MOMeLeHNsxX cobngatb  0cobyto
OCTOPOXHOCTb.

Tpeb6oBaHna 6€30NaCHOCTU MO OKOHYaHUK PaboThl.

Mocne 0KOHYaHWs paboTbl HEO6XOAMMO 06ECTOUNTL BCE CPEACTBA BbIYUCNTENILHON TEXHUKM
N ceTeBoe 060pyaoBaHMe. B cryvyae He06XOAMMOCTW OCTaBUTb BK/IKOYEHHbIMU TO/LKO
obopyf0oBaHue, yKa3aHHOe 3KcrepTamu.

Tpe6oBaHus 6€30NacHOCTM B aBapUitHbIX CUTYyaumnsXx.



Mpn o6HapyXeHWW HemcrnpaBHOCTM HEMeANeHHO 06eCcTouUTb 3M1EKTPO06OPYAOBaHNE,
OMOBECTUTb 3KCMepToB. [lpofo/mkeHne paboTbl BO3MOXHO TOMLKO MNOCNe  YCTpaHeHus
HencnpaBHOCTH.

Mpn o6Hapy>keHMn 0bopBaBLUerocs NpoBoja Heob6XOAMMO HeMeJ/IeHHO COOOWUTbL 06 3TOM
aKcnepTaM, MNPUHATb MepPbl MO MCK/IOYEHUIO KOHTaKTa C HUM /tofeil. MPUKOCHOBeHME K
NPOBOAY ONAacHO ANS XWU3HW.

Bo Bcex cnyyasx MopaxeHWs 4YesioBeKa 3M1EKTPUYECKUM TOKOM HEMEAJ/IEHHO Bbi3blBaKOT
Bpava.

[o npubbiTMs Bpaya HYXXHO, He Tepss BPeMeHW, NPUCTYNUTb K OKa3aHUK0 NepBOA MOMOLLM
nocTpajasLUemy.

Heo6xo4MMO HeMeA/IeHHO HauyaTb MNPOM3BOAUTL WCKYCCTBEHHOE [blXaHue, Haunbonee
3 (PeKTMBHBLIM 13 KOTOPbLIX ABMSETCA METOL «POT B POT» WM «POT B HOC», & TAKXKE HAPY>KHbIA
maccax cepaua.

VICKyCCTBEHHOE [bIXaHWe MOpPaXeHHOMY 3/1EKTPUYECKUM TOKOM MPOWM3BOAUTCHA BMIOTb [0
npuobITUS Bpaya.

Ha pabouem MecTe 3arnpeLLaeTcs UMeTb OFHEONacHbIe BeLLecTBa.

B nomeLLeHnax 3anpeLlaerca:

a) pa3kuraTb OrOHb;

6) BKNtOYaTb 3/M1EKTPOO6OPYAOBaHME, eC/iv B MOMELLEHUN NaxXHET ra3oM;

B) KypWTb;

) CYWMnTb YTO-NN60 Ha OTOMUTENbHLIX NPUbopax;

[) 3aKpbIBaTb BEHTUNALMOHHbIE OTBEPCTUA B 3/IeKTpoannapaType.

McTouHMKamy BoCnnaMeHeHUs ABNAKOTCA:

a) UCKpa Npu paspsge CTaTUYeCKOro 3M1eKTpUYecTBa;

6) UCKPbI OT 3/1EKTPO06OPYL0BAHNS;

B) MCKPbI OT yJapa 1 TPeHus;

) OTKPbITOE Nnams.

Mpy BO3HMKHOBEHMU MOXapOONacHOW CUTyauumn Uam noxapa nepcoHan LO/MKEH HEMeL1IEHHO
NMPUHATL HEOOXOAWMble Mepbl ANA ero NMKBMAAUWW, OLHOBPEMEHHO OMOBECTUTL O MoXape

agMUHUCTpaLMIO.
MoMeLLeHNs € 31eKTPOOBOPYAOBAHVEM A0MKHbI GblTb OCHALLEHbI OTHETYLINTENSMU.



