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1. Onucanue KOMIEeTEHIUM.
1.1 AKTyaJIbHOCTH KOMIIETeHINH.

Komnerenuust «WHpopmarmonnas Oe3omnacHocTh» BxoauT B «TOII-50
HamOoJiee BOCTPEOOBAHHBIX M TMEPCIEKTUBHBIX Mpodeccuil» B COOTBETCTBUHU C
JYYIIUMU 3apyOeKHBIMU CTaHIapTaMU U MEPEIOBBIMU TEXHOJIOTUSMU. Y TBEPKIICHO
npukazamMu MuHucTepcTBa oOpa3zoBanus W Hayku Poccuiickoir dpenepanuu ot 09
nexabps 2016 roga Ne 1551, Nel553 B Bume ®PepepanbHbIX 00pa3oBaTEIbHBIX
CTaHAapTOB cpeanero mnpodeccuonamsHoro obpaszoBanms 10.02.04«O6ecnieueHme
nH()OPMAITMOHHON 0e30MmacHOCTH TEJICKOMMYHUKAIIHOHHBIX CUCTEMY,
10.02.05«O6ecnevyenre  MHGOPMAITMOHHONW OE30MAaCHOCTH aBTOMATHU3MPOBAHHBIX
cuctem». Mimest pemaroniyio pojib B MOBCETHEBHOM (PYHKIIMOHUPOBAHUH, TEXHHUK TIO
3anUTe WHPOpPMAIMH HMMEET CIPOC B OPraHM3alUAX pPa3IUYHBIX MAacCIITaboB
KOMMEPYECKOTO U TOCYJAapCTBEHHOTO CEKTopa, Takue kak: kommnanusi D-Link, Kon
o6e3onacHoctu, WMudotexe, MudboBotu, Hnubopmzammra u ap. Huadpopmanus
KOH(DHUICHIIMAIBEHOTO XapaKTepa HYXKIAeTCs B 3allUTe, CIEJOBATEIBHO - B 3aIIUTE
HYXKJIalI0OTCsl Bce AieMeHThl cuctembl: [IK, aBTOMaTH3upOBaHHBIE CHUCTEMBI, CETh,
CeTeBOe 000pYy0BaHME, IEPUMETP 00BEKTa U T.I. TEXHUK MO 3alIMUTe UH(pOpMaLUU
HECET OTBETCTBEHHOCTb 332 HACTPOUKY 000PYJOBaHMSI M TPOrPAaMMHOT0 00€CTICUEHHUSI
no 3amure MHGOpMAIMK, HaJeKHOE (QYHKIIMOHWPOBAHUE AaBTOMATH3WPOBAHHBIX
CUCTEM  TMPEANpHUATUs,  MOJJepKaHue  UH(POpMAIMOHHOW  0€30MacHOCTH.
HNudopmanmonnast 6e30macHOCTb TpeOyeT MUPOKHI CTIIEKTP MO3HAHUI 1 HABBIKOB B
o0nacTu MH(GOPMAIIMOHHBIX TEXHOJIOTHI. B CBA3M C OBICTPHIM pa3BUTHUEM ATOU
00nacTH, TpeOOBaHUS K TEXHUKAM I10 3a1UuTe MH(GOPMAIMHU OCTOSHHO BO3PACTAIOT.

1.2. TIpodeccuu, Mo KOTOPLIM YYACTHHKH CMOTYT TPYAOYCTPOUTHCSH
10CJIe OCBOCHHS JAHHOM KOMIICTCHLMH.
Texnuk mo 3ammre HHPOPMAIIUH.

1.3. Cchuika Ha o0pa3oBaTeibHbIi HW/MWIH NPodecCHOHATbHBIH
CTaHAAPT. (KOHKPETHbIE CTAHIAPTHI)
IxoAbLHUKH CryaeHTbl CrnenuajaucTbl
®I'OC CIIO 10.02.04 ®I'OC CIIO 10.02.04 T1® «Cnernuanuct mo 3anure
"ObecrieueHne "O6ecrneuenne nHOOPMAITMOHHON | MH(pOpPMAIMK B aBTOMATH3UPOBAHHBIX
nHpopMaMOHHOH 6e3omacHoCTH cucTeMax»
6e30macHOCTH TEJEKOMMYHUKAIIHOHHBIX http://docs.cntd.ru/document/420377328

TECJICKOMMYHUKAITUOHHBIX

cuctem"

http://top-50.gapm.ru/ ®T'OC

CIIO 10.02.05

"Obecmnedyenne nHPOPMAITMOHHON
0e30acHOCTH ABTOMATU3UPOBAHHBIX
cuctem"

http://reestrspo.ru/node/580

cucrem"

http://top-50.gapm.ru/

dI'OC CIIO 10.02.05
"O6ecneuenne MHOOPMAITHOHHON
0e30IMacHOCTH
aBTOMAaTU3UPOBAHHBIX cucTeM"
http://reestrspo.ru/node/580

dI'OC BO «MubopmanmoHHast
6e30macHOCTh (YPOBEHb
OaxanaBpuaTa)»
http://fgosvo.ru/news/1/2131
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1.4. TpeOoBaHus K KBaJupuKaum.

IxonsHUKH

CryaeHTsl

CrenuanucTel

[Honoicen 3namo:

0COOCHHOCTH U CTIOCOOBI IPUMEHEHUS
MIPOTPaMMHBIX U IPOTPAMMHO-
anmnapaTHBIX CPEICTB 3aIIUTHI
nH(popmanuy, B TOM 9uCIE, B
OTIEPAIIMOHHBIX CHCTEMAX,
KOMITBIOTEPHBIX CETAX, 0a3aX JaHHBIX;
TUIIOBBIE MOJIEIH YIIPABICHUS
JOCTYIIOM, CPEJICTB, METO/IOB U
IIPOTOKOJIOB UACHTU(DUKALINY U

ayTeHTH(UKaINY;
THUIIOBBIE CPEACTBA U METOABI BEACHUS
ayauTa, CpencTB u

croco00B 3aIUTE HH(POPMALIHU B
JIOKAJIbHBIX BBIYHACIUTENBHBIX CETAX,
CpeACTB 3aIIUTHI OT
HECaHKIIMOHNPOBAHHOTO JJOCTYTIa;
OCHOBHBIE ITOHATHS KpUnTorpadpuu u
TUIOBBIX KPUOTOTPpahUUECKUX
METO/IOB u CpeACTB
3alIUTHl HHPOPMAIIHH.
Honowcen ymems:
yCTaHaBJIMBaTh, HACTPAUBATh,
MIPUMEHSATH IPOTPaMMHBIE U
IIPOrpaMMHO-aMIapaTHbIE CPEACTBA
3aIUTH HHPOPMAIIHH;
JIMarHOCTHPOBATh, YCTPAHATH OTKA3BI,
obecreunBaTb pabOTOCIIOCOOHOCTE U
TECTUPOBATH (PYHKIMH MPOTrPaMMHO-
anmapaTHBIX CPEICTB 3allUThI
nHpopmanny;
MIPOBEPSITH BHINOJIHEHUE TPEOOBaHUI
110 3amure HHGOpMaIUu OT
HECaHKIIMOHUPOBAHHOT'O JIOCTYIIA TIPH
aTTecTaliy 0OBEKTOB
HHPOPMATU3AIIH 0 TPEOOBAHIIM
Oe3omacHOCTH MH(POPMAITHIH;
UCTIONB30BaTh  TUIIOBBIE
MIPOrpaMMHBIE KpUNTOrpaduiecKre
CPECTBa, B TOM YHCIIE DJICKTPOHHYIO
TIO/INTUC;
yCTaHaBJIMBATh ¥ HACTPaUBaTh
CpeCTBa aHTUBUPYCHOI 3aIlINTHI B
COOTBETCTBHUH C MPEABSBISEMBIMU

TpeOOBaHUSAMU;
OCYIIECTBJIATH MOHUTOPUHT U
pEeTUCTpAIIHIO CBEJICHUH,

HEOOXOANMBIX JJISl 3aIUTH 0OBEKTOB
nHpopmaTu3anrm, B TOM YHCIIE C
HCIONb30BaHUEM IIPOrPAMMHBIX U
IIPOrpaMMHO- alllapaTHBIX CPEJICTB
0OHapyKeHUS, IPEAYIPEKICHIS U
JTUKBUAAINT MTOCTIEICTBHHA
KOMIBIOTEPHBIX aTaK.

HUMETh MPAKTUIECKUH OIBIT B!
YCTaHOBKE U HaCTpOMKe
MIPOTPAMMHBIX CPEJICTB 3aIUTHI
nHdopmanny;

TECTUPOBAHUU (yHKIHH,
JMAarHOCTHKE, YCTPAHEHUH OTKA30B U

Jlonocen 3namn:

0COOCHHOCTH U CIIOCOOBI
MPUMEHEHHUS TIPOTPaMMHBIX U
MPOTPaMMHO-aIIapaTHBIX CPEICTB
3aIIUTH HHPOPMAINH, B TOM
YHCIIe,B ONEPAMOHHBIX CHCTEMAX,
KOMITBIOTEPHBIX CETSIX, 0a3ax
JIAHHBIX;

THUIIOBBIE MOJIENTH YIIPABIICHUS
JIOCTYIIOM, CPEJICTB, METOZOB H
MPOTOKOJIOB UACHTH(UKALINHU U
ayTeHTH(HUKAIINH;

THUIIOBBIE CPEACTBA U METOIBI
BEICHUSA ayaWTa,  CPEACTB U
croco0oB 3amUTH WH(pOPMAIHN
BJIOKQJIBHBIX BBIYHCIATEIBHBIX
ceTsIX, CPEACTB  3aIUTHI OT
HECaHKIIMOHUPOBAHHOTO JIOCTYTIA;
OCHOBHBIE MOHSTHS
KpUNTOrpaduuy THIOBBIX
KpHUITOTpadhuuecKux

METOJIOB U CPEJCTB 3alUTHI
nHdopmanum.

Lonowcen ymems:

yCTaHaBIMBaTh, HACTPAUBATh,
MPUMEHSATH POTrPaMMHBIE U
MPOTpaMMHO-aMNMapaTHbIC
CpPeACTBA3ALINTH HH)OPMALIIH;
JarHOCTHPOBATh, YCTPAHATh
OTKa3bl, 00eCIIeYnBaTh
paboTOCIIOCOOHOCTD U
TECTHPOBATh(YHKIIUU
MpOrpaMMHO-AIIapPaTHBIX CPENICTB
3alMThl HHOPMAIHUH;

MPOBEPSTH BHIOJHEHHE
TpeboBaHuii 1O 3aIuTe
HHPOPMALIUH OT
HECaHKIIMOHUPOBAHHOT'O JIOCTYIA
IIPU aTTECTALMH OOBEKTOB
nH(popMaTH3annH 1o
TpeOOBaHUSIM 0E30TTaCHOCTH
nHpOpPMaLNY;

UCIIOJIb30BaTh THIIOBBIE
MpOrpaMMHBIE
KpHunrorpaduyeckuecpeacTna, B
TOM YHUCIIEJIEKTPOHHYIO HOAIHUCH;
yCTaHaBJIMBaTh U HACTPaUBaTh
Cpe/CTBa aHTUBHPYCHOM 3aINTHI B
COOTBETCTBHH C MPEIbSBISIEMBIMH
TpeOOBaAHUSIMH;

OCYIIECTBIISITH MOHUTOPUHT U
PETUCTpAINIO CBEICHUH,
HEOOXOAUMBIX JJIsI 3aIIUTHI
00beKTOB HH(POPMATH3ALIUH, B TOM
YHCIIE C UCTIONb30BaHUEM
MPOTPaMMHBIX U TIPOrPaMMHO-
annapaTHbBIX CPEJCTB
oOHapyXeHUs, TPEAYIPEKACHUS U
JIMKBHUIALUH TIOCJIEICTBUI
KOMITBIOTEPHBIX aTaK.

Jonocen 3namn:

TumoBble cpencTBa M METOIBI
3aIUTHl HHPOPMALNH B IOKATBHBIXH
I7100aTBbHBIX BEIYHCIHTEIbHBIXCETAX
bazoBast KOHHUTYpaIHsACHCTEMEI
3aIIATH HHPOPMAIUH
aBTOMaTU3UPOBAHHOM CHCTEMBI
Oco0eHHOCTH TPUMEHEHHUS
MPOTrPaMMHBIX U IIPOrPaMMHO-
annapaTHBIX CPEJCTB 3alUTHI
nHdopmanuu B
aBTOMATHU3MPOBAHHBIX CUCTEMAx
Tumossle cpencTsa, METOAB U
MIPOTOKOJIBI HACHTU(GHKAIINY,
ayTeHTU()UKAIINY ¥ aBTOPH3ALUH
HopmaTnBHBIE TPaBOBBIE aKTHI B
00JacTH 3amUTHl HHPOPMALIUN
OpraHu3allOHHBIE MEPHI 110 3alUTe
nHdopmanuu

Honoicen ymemn:

KongurypupoaTh napamerpsl
CHUCTeMbl  3aIlUThl  WH(pOpMaLuK
aBTOMaTU3UPOBAHHOM CUCTEMBI B
COOTBETCTBHH C €E3KCIUTyaTallHOHHOMN
JIOKyMEHTaLUEH.

OOHapyxuBaTh W  yCTPaHATH
HEHCIPaBHOCTH CHUCTEMBI 3aIHUTHI
nHPOpMaUU. ABTOMAaTH3HPOBAHHOM
CHCTEMBICOTJIACHO
9KCILUTyaTallMOHHOMJOKYMEHTAIUH.
[Tpou3BOUTH MOHTaX UAUATHOCTHKY
KOMIIBIOTEPHBIXCETEH.
Hcnonb30BaTh TUIIOBBIE
KpHUnrorpadudaeckue cpeacTsa
3aUThl HHPOPMAILIMH, B TOM YHCIIE
CpeACTBa HIIEKTPOHHOM HOAITUCH.
OdopMIATh TOKYMEHTAIHIO IO
peryiaMeHTal MEPOTIPUSTHI U
OKa3aHHIO YCIIYT B 00JIACTH 3alUThI
HHPOPMALINH.

OhopMIIATE TEXHHYECKYIO
JIOKYMEHTAIUIO B COOTBETCTBHU C

HOPMATHUBHBIMU MIPaBOBBIMHU
aKTaMH B 00J1aCTH 3al[UTHI
nHdopmanum.

Hcnonb30BaTh MpOrpaMMHbIE
CpeacTBa AJIsl apXUBUPOBAHUS
nHdopmanum.

Hcnonp3oBaTh NpOrpaMMHbIE U
mporpaMMHo-anmnaparsele. Cpeacraa
JUISl YHUITOKCHUSIMHQOPMAMM ¥
HOCHTeNeHIH(pOpMAIHH.
Hcnonp30BaTh TUIIOBBIE
Kpunrorpadugeckne cpeacraa
3aIIUTHl HHPOPMALIUH, B TOM YHCIIE
ANEKTPOHHYIO ITOIITUCH.

OnpenensaTe HCTOYHUKA U TPUINHBI
BO3HUKHOBEHHUSAHHIIMJICHTOB.
OneHuBaTh HOCIENCTBUS
BBISIBJICHHBIX MHIIHJICHTOB.




BOCCTaHOBJICHUH PadOTOCHOCOOHOCTH
HPOrPaMMHBIX U IPOTPaMMHO-
almapaTHBIX CPENICTB 3alIUThI
nHpOpPMALNH;

ydaere, 00paboTKe, XpaHEHUH U
nepenave HHGopMaIyu, 11 KOTOPOH
YCTaHOBJIEH PEXUM
KOH(HICHIIHATHHOCTH.

MMETh ITPaKTHYECKUH OTBIT B!
YCTaHOBKE M HACTpOMKe
IPOTPaMMHBIX CPEICTB 3AIUTHI
nHPOpPMALINY;

TECTHPOBAaHUM  (DYHKITHIA,
JIHUArHOCTHKE, YCTPAaHESHUH OTKa30B
¥ BOCCTAQHOBJICHHH
paboTOCIOCOOHOCTH
MPOTPAaMMHBIX U ITPOTPAMMHO-
annapaTHBIX CPECTB 3alHUThI
nndopmanuy;

ydete, 00paboTKe, XpaHESHUH U
nepenaue HHPOPMAIUH, IS
KOTOpO#l YCTaHOBJIEH PEXKUM
KOH(HICHIINATHHOCTH.

OOHapy»XH1BaTh HapyLICHUSTIPABHI
pasrpaHUYECHUS JOCTYIA.

YcTpaHATh HapyIIEHHS PaBHII
pasrpaHUYECHUS JOCTYIA.
OcymecTBIATs KOHTPOJIb
obecrieueHnst ypoBHS
3aIUIIeHHOCTH B
aBTOMAaTHU3MPOBAHHBIX CHCTEMaX.
Hcnonb3oBaTh KpunTorpaduieckue
METO/IbI HCPEJICTBA 3AIUTHI
nH(opManny BaBTOMaTH3UPOBAHHBIX
cucTteMax.

Co3naBarsb, yJansiTh 1 U3MEHSTh
YUYETHBIE 3alMCH MOJIb30BaTeNeH
aBTOMATHU3MPOBAHHON CHCTEMBI.
[TnarmpoBats HOJIUTHKY
Oe30macHOCTH TIPOTPaMMHBIX
KOMITOHEHTOB. aBTOMATH3HPOBaHHBIX
cucTeM

VYcraHaBnuBaTh U HACTPAaUBATh
OIepaIMOHHBIE CUCTEMbI, CHCTEMBI
ynpasyieHus 6a3aMH JJTaHHbIX,
KOMITBIOTEPHBIC cetu u
MPOrpaMMHBIE CUCTEMBI C YYETOM
TpeOoBaHMUII IO 0OECIICICHUIO
3aIIUTHl HHPOPMAIIHH.
PeructpupoBatb cOOBITHS,CBA3aHHBIC
C 3aIIUTON HH(POPMAINB
ABTOMATHU3MPOBAHHBIX CUCTEMaX.
AHanm3upoBatb coObITHS,
CBSI3aHHbIE C 3aIUTON HH()OPMALIUHB
aBTOMAaTHU3UPOBAHHBIX CUCTEMaX.
KondurypupoaTs napamerpsl
CHCTEMBI 3alUThl HHpOPMaIUN
aBTOMaTHU3UPOBAHHBIX CUCTEM.

IIpumensats TEXHUYECKUE
cpezacTBa KOHTPOJIS
3 PEKTHBHOCTH MEp 3allIUTHI
HHPOPMALINH.

[MpumensTh THUIIOBBIC
MPOTPaMMHBIE cpeacTsa

PE3epBUPOBAHIS K BOCCTAHOBIICHUS
nHdopmanuu B
ABTOMATH3UPOBAHHBIX CUCTEMAaX.
[TpuMeHATH IpOTpaMMHBIE CPECTBA
obecreyeHn10e30MaCHOCTH TaHHBIX.
JloKyMeHTHpOBaTh I€UCTBUS 1O
YCTpaHEHHIO  HEHCIIPaBHOCTEH B
paboTe cHCTeMBbI 3aIIUTHI
nH(popManny. aBTOMaTH3UPOBAHHON
CUCTEMBI

BrrsiBnenue yrpo3oe3zonacHocTi
nHpopMann B aBTOMAaTH3NPOBAHHBIX
cUCTEMax.

YcrpaHeHue HEIOCTaTKOB B
(YHKIMOHUPOBAHUH CHCTEMBI
3aIIATH THPOPMAITIH
ABTOMAaTH3UPOBAHHOW CHCTEMBI.
[TpuMeHATh HHCTPYMEHTAJIBHBIE
CpeJCTBa KOHTPOJIS 3alIUIEHHOCTU
nHdopmanuu B
aBTOMAaTH3UPOBAHHBIX CUCTEMAX.
YCTpaHsTh U3BECTHBICYSI3BUMOCTI




aBTOMAaTHU3MPOBAHHOW CUCTEMBI,
HPUBOIAIINE K BOSHUKHOBEHHIO
yrpo30e30macHOCTH HHPOPMALINH.
VYcTpaHATh BBIBICHHBICYSI3BUMOCTH
ABTOMaTU3MPOBAHHOMCHUCTEMEI,
HPUBOIAIINE K BOSHUKHOBEHHIO

yrpos
0e3onacHOCTH HHPOPMAIHH.

2. KonkypcHoe 3a1anue.
KonkypcHoe 3amanue MoxeT ObITh u3MeHeHo Ha 30% B mnpexenax
CYIIeCTBYIOIINX MOIYJIeiA.

2.1. Kpartkoe onucanue 3aJaHusl.

Crynentsl: B Xoze BBIOTHEHHsS] KOHKYPCHOTO 33JaHHUS HEOOXOIMMO HACTPOWTH
kiacrep ropsiuero pesepBupoBanusi ViPNet Coordinator VA.. Hactpouth
unpactpykrypy Windows Server U KJIMEHTCKOW MalllMHBI. Y CTaHOBUTH
samumenHoe  HTTPS B3aumopeiictBue. CTpyKTypa W MOAPOOHOE OMNHMCAHUE
KOHKYPCHOTO 3aJ[aHMsl.

HanmeHoBaHue U Jdennb Bpems | Pesyabrar
onmucanue MoOAyJisi

Ctynent Monyns 1. Hactpoutb [epBsrit 1 gac Kmactep ropsgero
KJactep ropsiYero JICHb pe3epBUPOBaHUS HAXOJUTCS B
pesepsupoBanus ViPNet. paboYeM COCTOSIHHU.
Monayns 2. [lepssrit 1 yac CKkoH(HUTYpHPOBaHBI MAILIUHEI C
HactpouTh HHGpacTpyKkTypy | HeHB Windows Server u kineHTcKas
Windows Server ukimeHTCKON MAILIMHA B JOMEHHOW30HE.
MaIluHbI.
Mouyib 3. [epsrit 30 Paboraer 3amumennoe HTTPS
YcraHoBUTh JIeHb MHUHYT | COeAUHEHNE
sammiieHHoeH T TPS
B3aUMOJICHCTBHE.

2.2. IocaeaoBareJbHOCTh BBINOJHEHHUS 3aJaHUS.
CTyneHTsl:

MoayJsb 1. CkaHupoBaHue ceTeBOro Tpaduka.

WNuuntmann3npoBaTh ViPNet Coordinator VA, HacTpouTh KJacTep
TOPSTYETO PE3EPBUPOBAHUS, IPOBEPUTH PAOOTOCTIOCOOHOCTS.

Mogayas 2. Hactpouts nuappacrpykrypy Windows Server u KJIMeHTCKOM

MAaIIUHBI.

Hactpouts wundpactpykrypy Windows Server W KIHEHTCKOW MAIIIUHBI.
3aBecTtu noJsib3oBatenieid B AD ¢ HeoOXoauMbIMU TipaBaMu. HacTpouTh rpymmoBbie
MTOJTUTUKH.

Moayas 3. YcranoButsh 3amuimensoe HTTPS B3aumoaeiicreue.

Cozpaathb nienouky ceptudukaron s 3ammineHHoro HTTPS coequnenus.




2.3. 30% wu3MeHeHHe KOHKYPCHOTO 3a/1aHUS.

['maBHBINA SKCHEPT B MpaBe U3MEHUTH MapaMeTpbl HACTPOWKH BUPTYaTbHBIX
MalIuH JJi paboThl C CEThIO, a TAK)KE U3MEHUTDh CXeMy KoHpurypuposanus VipNet

2.4, Kputepum OneHKH BbINOJTHEHUSA 32JAHUSA

CTyneHTsl:
No Kpurepuu HauBbicimii
n/m Oan
Monayas 1.
1. | UannuanusupoBan koopauHaTop (3arpyxen DST) 5
2. | IlpaBHIIBHO HACTPOCHBI CETEBbIC MHTEP(DEHCHI 5
3. | CxkondurypupoBas ¢aiis s Kiiactepa ropsiaero pe3epBUpOBaHUS 5
4. | IpoBepena paboTta ¢ moMoIIbi0 apameTpa testip 5
Monayas 2.
5. | Coznansbl rpynmsl 5
6. | 3aBemeHBI NOJIH30BATENH B CHCTEMY B TPYIILY 5
7. | IlpaBmiIbHO CKOH(HUTYPHPOBAHBI MTPABa IMOJIB30BATENICH 10
8. | [IpaBuiibHO CKOH(UTYPUPOBAHBI MOPTHI I OpaHaIMayIpa 20
9. | YcranoBieHo nmporpaMMHOE 0OecieueHue Yepe3 TPYIOBhIe 20
HOJIUTUKA
10.| MoayJas 3.
11.| Co3nanbl He0OXOaUMbIE CEPTU(DUKATHI 10
12.| PaGoTaer 3amMILEHHOE COEIMHEHHE C CEPBEPOM 10
3. IlepeyeHb MCMOJB3yeMOro OO0OPYIOBAHUS, HWHCTPYMEHTOB M
PacXOIHbIX MAaTEPHAJIOB.
3.1 HIK0JIbHUKH, CTYAEHTHI, CIIENHUATUCTBI
OBOPYJAOBAHMUME HA 1-T'O YYACTHHUKA
O6opynosanue, nuHCTpYMeHTHL, 110, Mebenp
Ne | Hammeno Doto Tex. xapaKTepuCTUKH 000py10BAHNS, HHCTPYMEHTOB U CChLIKA HA En. Koa-Bo
BaHHue HCOGXOI[I/IMOFO calT NMPOU3BOAUTESA, MOCTABIIUKA HU3MEpeHust
o0opynoBaHus,
cpeacTea
HHAUBHUAYAJIBHO
# 321U ThI
1 | Cron 1200x1200 mm, https://meb-biz.ru . 1




2 | Cryn Oducnbiii, https://beautyoffice.ru 1lr. 1
3 | APM Intel Core i7, 16GB RAM u 6onee, 500GB HDD u Ir. 1
6o1ee,0C WINDOWS 10, 2 monutopa 24 nroiima u Ooiee,
MBIIIIb, KJIABHATYPA, JOCTYI K TOYKE JOCTYIa YYaCTHHKA
yepe3 Wi-fi kapTy KoMIbrOTepa WK CEeTeBOM Kabeb
4 He menee 500 VA, https://www.dns- M. 1
shop.ru/product/9d493cda46bd3330/ibp-dexp-cee-
bl 650va/2p=1&i=7
5 | YanuHut 220B, 2 meTpa, 6 po3eToK, M. 1
CIIb https://www.citilink.ru/catalog/computers_and_notebooks/p
owersafe/powerfilters
6 | Windows VYcranosnenHas s pabotel B VMware Workstation . 1
7 v
BbIIIC
7 | VMware VMware Workstation M. 1
Workstat
ion
8 | Kali VYcranosnennast s pabotel B VMware Workstation .
Linux
9 | Putty VeraHoBIIUK .
f putty
PACXOJHBIE MATEPHUAJIbI HA 1 YYACTHHUKA
Pacxo/IHbIe MaTepHaIbl
Ne | Hanmen TexHn4eckne XxapakTepUCTUKN En. Kon-
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PACXOJHBIE MATEPUAJIBI, OBOPYJAOBAHUE U UHCTPYMEHTbBI, KOTOPBIE YYACTHHUKHA

JOJIKHBI UMETH IIPU CEBE (npu He00X01uMO0CTH)

PACXO/JHBIE MATEPHUAJIBI 1 OGOPYJIOBAHMUE, 3ATIPEIIIEHHBIE HA IIVIOIIAJKE
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JAONNOJHUTEJBHOE OBOPYJOBAHUE, UTHCTPYMEHTbBI KOTOPOE MOXKET IIPUBECTHU C
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Heo0X01MOro MPOU3BOIMTEJIs, MOCTABUINKA H3MepeHust
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2 | Coenma https://www.smartaids.ru/catalog/sighting_loss/kompyutern 1 1
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OBOPYJAOBAHMUE HA 1-T'0O SKCIIEPTA (npu Heo0X0AMMOCTH)
O6opynoBanue, MeOeIb
Ne | Haumeno | ®oto TexHuYecKHe XapaKTePUCTUKH U CCHLIKA HA CAiT NPOU3BOAUTEJIS], En. Koa-Bo
BaHHUE HeOﬁXO}Il/IMOFO nmocraBIMKa H3MepeHus
0o0opynoBaHus,
cpeacTBa
MHAUBHAYAJIbHO
H 3aIUTHI
1 | Cryn % Oducuelii, https://beautyoffice.ru 1. 1/5
2 | Cron 1200x1200 mwm, https://meb-biz.ru M. 1/5
3 | APM Intel Core i7, 16GB RAM u 6oisiee, 500GB HDD u Hlr. 1/5
E 6os1ee,0C WINDOWS 10, 2 monutopa 24 nroiima u OoJiee,
—— MBlIIb, KJIABUATYPA, IOCTYH K TOYKE JOCTYNa Y4aCTHUKA
yepe3 Wi-fi kapTy KoMIbroTepa WK ceTeBOM Kabelb
4 | Tlpuntep — Keyocera m2235dn . 1/5
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PACXO/JHBIE MATEPHUAJIBI HA 1 Jkcnepra (mpu He00X0AMMOCTH)
PacxoiHbie MaTepuabl
Ne | Hanmen TexHuueckue XapakTepUCTUKHU En. Kos-
OBaHUE HU3MEPEHH BO
ki
1 | Bymara Bymara oduchas y. 1/5
2 | Pyuka . 1/5
[IapUKO
Bast

OBIIASI THOPACTPYKTYPA KOHKYPCHOM IIJIOIIA IKH (npu Heo6X0auMOCTH)

JlomonauTenbHOE 000pYAOBaHNE, CPEACTBA HHIUBUIYATHHON 3aIUATHI




Ne | Haumeno | doto Tex. XapaKTepHUCTUKH A0NOJHUTEILHOI0 000PY/I0BAHUS U CPEACTB Ea. Koa-Bo
BaHUeE HeOﬁXOI[l/IMOFO l/lHZ[l/lBl/lZlya.Hl)HOﬁ 3allMTHI U CCBLJIKA Ha calT IPpOU3BOAUTEJIA, H3MepeHus
oﬁopynonamm, nocraBlIIMKa
cpeacrsa
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M 3aIMThI
1 | Ornuery OrHeTyIIUTENb YIICKUCIOTHBIH, http://www.magazin0l.ru IIt. 2
IIUTEIH
KOMHATA YYACTHUKOB (npu He00X01UMOCTH)
O06opyaoBaHue, MeOelTb, PACXOAHBIC MATEPHAIBI (TIPU HEOOXOIUMOCTH )
1 Cron
2 Bemrank Bermrano - cToiika ISt OJI€KIbI . 1
a

JAONNOJHUTEJBHBIE TPEBOBAHUSA K IIVIOIMAIAKE/KOMMEHTAPUUN

KonndecTBO TOUEK 3IEKTPONUTAHUS M UX XaPAKTEPUCTHKH, KOJIMYECTBO TOUEK HHTEPHETA U TPpeOOBaHUS K HEMY,
KOJIMYECTBO TOYEK BOJIBI M TpeOOBaHUS (TOpSUAst, XOIOTHAS)

Ne | Haumen Tex. XapaKTepUCTUKHU
OBaHUE
1 220 B . 16
4. MuHMMaJbHbIe TPeOOBAHUS K OCHAIIEHUIO PAa00YMX MeCT C y4eTOM
OCHOBHBIX HO30JIOTHH.
nomanb, m.kB. | llupuna npoxoga mexay | CneuuaJu3MpoBaHHOe obopynoBanmue,
pPadoyuMH MeCTaMM, M. KOJIM4YecTBO.*
PaGouee MeCTO | He MeHee 2,5 KB. M | He MeHee 1 M https://www.obrazov.org/ (KommaectBo
Y4acTHHKA c 000pynoBaHUs 3aBHCHUT oT KOJIMYeCTBa
HapylIeHHeM YYaCTHUKOB)
ciayxa
Pabouee Mmecto | Oonee 3 M He MeHee 1 M https://www.obrazov.org/ (KommuecTBo
YYacTHHKA c obopynoBaHust 3aBUCHT or KOJIMYECTBA
HapylIeHreM YYaCTHHKOB)
3peHus Opranaiizep bpaiins, CIEeUAIU3UPOBAHHOE
MIPOrpaMMHOE O0eCcTIeueHUe IS CIAa0OUISIINX
Pabouee Mmecro | Oosee 3 M Cromei ¢ | Pasmepsl  30HBI  pabouero | https://www.obrazov.org/ (KommuecTBo
y4acTHHKA ¢ | peryjuMpoBKOi IO | MecTa Ha OJHOrO peOeHKa | 00opyHOBaHUS 3aBHCHUT or KOJIMYEeCTBa
Hapyureanem OJIA | BricoTe. MHBAIMOA  Ha  Kpecje- | y4aCTHHKOB)
MuHHUMaIIbHBIH KOJIICKE ~ COCTABIISIIOT  HE
pasmep 30Hbl Ha | MeHee 1,8x0,9 m. Ilpoxox
OJHO MECTO C | MEeXIy pabo4YMMH CTOJaMH
y4eToM Moabe3sa | A cBOOOJHOro mpoes3na u
u pa3BopoTa | moxbe3qa K CTONY JOJDKEH
KOJISICKH paBeH | ObiTh HEe meHee 0,9 M, T.e.
1,8x1,8 m. pasMepsl  pabodeil  30HBI
BMECTE C [POXOJOM -
1,8x1,8 M. Iupuna
npoxoza MeXAy psAlaMHu
CTOJIOB  JUISl  yYalluXxcs,
TepeIBUTatOITIXCSI B
Kpecnax KoJsickax W Ha
onopax - He MeHee 0,9 M oT
CIIUHKH cTyna bi (6]
CIIEyIOLIETO CToJa, a 'y
MecTa yyallerocs Ha Kpecie
KOJISICKE BJIOJIb MPOXOJa He
MeHee 1,4 m




PaGouee MecTo | He MeHee 2,5 KB. M | He MeHee | M https://www.istok-reatech.ru/catalog/
Y4acTHHKA c

COMATHYECKHUMHU

3a00/1eBaAHUAMHU

PaGouee MecTo | He MeHee 2,5 KB. M | peKOMEHIYeTCs https://inva24.ru/

Y4acCTHHKA c IpeaycMaTpuBaTh

MEHTAJbHBIMH MONTy3aMKHYTbIe  paboune

HApYIEeHUAMHU MecTa-KaOuHBI (C OOKOBBIMH

0OpTHKaMU M 3KpaHaMH Y
CTOJIa, BBICOKMMH CIIMHKaMH
cuneHud, c¢  OopTukamu
OTpaXXJICHUSIMU IO OOKaM M
c3aQd U T.I.), YTO CO3JaeT
JUISL 9THX ydaluxcst Ooiee
CHOKOHHYI0O ~ 0OCTaHOBKY,
IOMOTaeT  PeryiaupoBaTh
HICUXOJIOTHYECKYIO
JUCTaHIIUIO c
OKPY’>KarOLIIMH.

XapaKTepUCTUKHU CTICUATM3UPOBAHHOTO 000PYIOBaHUSI.

i1 Bcex KaTeropui

5. Cxema 3aCTpPOMKH COPEBHOBATEIbHOI MJIOIIATKH.

3acTpoiika oCylIeCTBJISICTCH HA TPYIILY YYACTHHUKOB
- Ha 5 pabo4ux mMecT (CTyI€HTbI)

*yKa3plBaeTCsl CChUIKA Ha CalT C TeX. XapaKTepUCTUKaMH, JMOO HAaUMECHOBAHUE U

TCX.
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6. TpeﬁoBaHI/m OXpPaHbI TPYAAa H TEXHUKH 0e301acHOCTH

Texnuxa b6ezonacuocmu. Obuue mpebosarnus be30nacHoCmu.

Hacrosmas mHCTpYKIHS pacrpoCTpaHsSeTCs Ha JOMYIICHHBIX Ha TUIONIAIKY
COPEBHOBAHMM JIUII, SKCIUTYaTUPYIOIINX CPEACTBA BBIYUCIUTECIIBHON TEXHHKUA M
ceTeBoe obopynoBaHue. MHCTPyKIUS COACPKUT OOIUE yKa3aHUs M0 0€30IacCHOMY
MIPUMEHECHHUIO DJICKTPOOOOPYIOBaHUS IUIOMIAAKU COpeBHOBaHUU. TpeOoBaHus
HACTOSAIICH HWHCTPYKIMH SIBJISIOTCS 00S3aTeIbHBIMU, OTCTYIUICHHS OT HeEe He
nonyckaroTcsa. K caMOCTOSTEeNbHOM — JKCIUTyaTallud  AJICKTpoaImapaTypbl
JIOITyCKaeTCs TOJIBKO JiMIla He MoJioxke 18 nerT.

Tpebosanus bezonacrocmu nepeod Ha4aiom pabomui.

Ilepen  HawanoMm  paboOThl  cleayeT  yOEauTbCsl B HMCIPaBHOCTHU
AJIEKTPOIIPOBOJIKH, BBIKJTFOYATEINICH, IITETICEIBHBIX PO3ETOK, TIPHU IMTOMOIIHA KOTOPBIX
0o0OpyZOBaHUE BKIIOYAETCS B CETh, HAJIMYMW 3a3€MJICHHS KOMIIBIOTEpA, €T0
paboTOCTIOCOOHOCTH.

Tpebosanus bezonacnocmu 60 8pems pabomaol.

JIist CHWKEHHMS WM TPEIOTBPAIICHUS BIMSHUS OINACHBIX W BPEIHBIX
(dbakTopoB HE0OX0AMMOCOO01aTh CaHUTapHbIE MTPABUJIA U HOPMbI, TATHEHUYECKHE
TpeOOBaHUS K BHUACO-IUCIUICHHBIM TEPMHHAIAM, TICPCOHAIBHBIM JJICKTPOHHO-
BBIYMCIUTEILHBIM MaIlllMHAM M OpraHu3anuu padboTel. Bo n3bexanue moBpexkacHUs
M30JIAIMK TTPOBOJOB M BO3HHKHOBCHHS KOPOTKHMX 3aMBIKaHUW HE pa3pelracTcs:
BeIIaTh 4YTO-TMOO Ha MPOBOJA, 3aKpalluBaTh M OCIWUTH IIHYPHl W MPOBOJA,
3aKJIa/IbIBaTh MPOBOJIA U IIHYPHI 32 Ta30BBIE M BOJOIMPOBOIHBEIC TPYOHI, 3a OaTtapen
OTOMUTEIHLHOM CUCTEMBI, BBIIEPTUBATH IITEIICEIBLHYI0 BUJIKY W3 PO3ETKH 3a IIHYP,
YCUJIUE JIOJHKHO OBIThH

IIPHIIOKEHO K KOPITYCY BHJIKH.

JIJsl NICKITFOUCHHMS TOPKCHHS DJICKTPUICCKAM TOKOM 3aMpeIaeTcs: YacTo BKIII0YATh
Y BBIKJTIOYATh KOMITBIOTEP 0€3 HEOOXOTUMMOCTH, MPUKACATHCS K AKPaHy U K THIJILHOM




CTOpOHE OJIOKOB KOMIIBIOTEPA, pabOTaTh HA CPEACTBAX BBIUUCIUTEIHHON TEXHUKH H
CETEBOM 00OpY0BAHUHM MOKPBIMH PYKaMH, a TAK:K€ UMETh Ha paboueM MecTe Tapy ¢
BOJIOM WJIM APYTOM JKUJIKOCTHIO, pabOTaTh Ha CPEICTBAX BBIUUCIUTEIHLHOM TEXHUKU
u nepudepuiitHoM 000pyAOBaHUM, WMEIOIIUX HAPYIICHHS 1EJIOCTHOCTU KopIlyca,
HapyILIEHUs U30JIALMH TIPOBOIOB, HEUCTIPABHYIO WHIUKAIINIO BKIIIOUEHHS TUTAHUS, C
MpU3HAKaMHU DJIEKTPUUECKOTO HANpsOKeHUsT Ha KOpIyce, KiIacTh Ha CpeicTBa
BBIYMCIUTENILHON TEXHUKU U mepudepuiiHoM 00O0pyIOBaHUM TOCTOPOHHUE
MIPEMETHI.

3ampemiaeTcss TOA HAMPsHKEHWEM OYMINATh OT TBUIM W 3arpsA3HCHHS
IEKTPOOOOPYI0BAHNE.

3anpemaeTcss MTPOBEPATH PabOTOCMOCOOHOCTH 3JIEKTPOOOOPYAOBAHUS B
HEMPUCTIOCOOJICHHBIX  JIJIST  DKCIUIyaTallid TMOMEMICHUSX C TOKOMPOBOIAITUMU
MI0JIAMH, CBIPBIX, HE TIO3BOJISIONINX 3a3€MIIUTh JOCTYIHBIE METAJUIMYECKUE YaCTH.

HenomyctumMo  mox  HampsbkeHMEM  MPOBOAUTH — PEMOHT  CPEICTB
BBIYHMCIIUTEILHON TEXHUKH U iepudepuiftHoro 060py10BaHuA.

PemoHT onekTpoanmapaTypbl  MPOU3BOAMTCS  TOJBKO  CIECIHAIMCTAMHU
TEXHUKaMH C COOJIIOICHUEM HEOOXO0UMBIX TEXHUYECKUX TPEOOBaHUM.

Bo wu30exanue mnopaxeHusi SJIEKTPUYECKUM TOKOM, IPU IMOJIH30BAHUU
AIIEKTPOIPUOOpPAMU HEJb3sl KacaThCsi OJHOBPEMEHHO KaKUX-JTHOO TpyOOIpPOBOJIOB,
Oarapei OTOIICHUS, METAUNIMYECKUX KOHCTPYKITUH, COETUHEHHBIX C 36 MJICH.

[Ipy TONMB30BaHUU AIEKTPOIHEPTHEH B CHIPHIX TMOMEIICHUAX COOIIOAAThH
0COOYIO OCTOPOKHOCTb.

TpeOGoBaHus 6€30MACHOCTH O OKOHYAHUH PAOOTHI.

[Tocne oxoHyaHust pabOTBl HEOOXOAMMO OOECTOYUTH BCE CpPEICTBA
BBIYUCIUTEILHON TEXHUKU W CeTeBoe obOopynoBaHue. B ciiyyae HeoOXoauMMoOCTU
OCTaBUTH BKIIFOUEHHBIMU TOJIFKO 000OPYIOBAaHUE, YKA3aHHOE DKCTIEPTAMHU.

TpeOGoBanus 6€30MACHOCTH B aBAPUITHBIX CUTYaIIHSIX.

ITpu OoOHapy>KeHUH HEUCTPABHOCTHU HEMEIJICHHO 00€CTOYUTH
3JIEKTPOOOOPYI0OBAaHHUE, ONMOBECTUTH IKCIEpTOB. [Ipomomkenne padoThl BO3MOKHO
TOJIBKO TOCTIE YCTPAHEHHUsI HEUCIIPABHOCTH.

[Ipu oOHapyxkeHUU OOOpBABIIETOCS TMPOBOAA HEOOXOAMMO HEMEIJICHHO
COOOIIUTH 00 ATOM IKCHEpTaM, MPUHSITH MEPHI M0 UCKIIOYCHUIO KOHTaKTa C HUM
moaeu. [IpukoCHOBEHHE K MTPOBOJY ONACHO IS )KU3HM.

Bo Bcex ciydasx mopa)xeHHsl 4eTOBEeKa AIIEKTPUYECKUM TOKOM HEMEIJICHHO
BBI3BIBAIOT Bpaya.

Jlo mpuOwITHS Bpada HYXXHO, HE TEpssl BPEMEHH, NPHUCTYIUTh K OKA3aHHIO
NepPBOM TOMOIIIH MTOCTPAAABIIEMY.

HeobOxomumMo HeMeUIeHHO HaudaTh MPOW3BOIUTH HCKYCCTBEHHOE [IbIXaHUE,
HanOoJee 3P(HEKTUBHBIM U3 KOTOPBIX SBJSETCS METOJT «POT B POT» WIH «POT B HOCY,
a TaKXe HapYKHBIM Maccaxk cepara.

HckyccTBeHHOE — ABIXaHUE  TOPAKEHHOMY  DJIGKTPUUECKHMM  TOKOM
MIPOU3BOMUTCS BIUIOTH JI0 MPUOBITUS Bpaya.

Ha pabouem wmecre 3ampemiaeTcss WMETh OTHEOIACHBIE BelecTBa. B
MOMEIICHHSIX 3apeaeTcs:

a) pa3KuraTb OTOHb;



0) BKIIIOYATh 3JEKTPOOOOPYIOBAHME, €CITU B MOMEIICHUN MAaXHET ra3oM; B)
KYpUTh;

I') CYIIUTh YTO-JIMOO0 HAa OTOMUTEILHBIX MpUOOpax;

1) 3aKphiBaTh BEHTWISAIMOHHBIE OTBEPCTUS B  BJIEKTpoarmapaTrype.
HcTounrkaMu BOCIIIIAMEHEHUS SIBIISIFOTCS:

a) HCKpa MNpU pa3pslae CTaTUYECKOTO DIIEKTpUYecTBa; O) HCKPHI OT
ANEKTPOOOOPYI0BAHNUS;

B) UCKpBI OT yJ1apa U TPEHHUS; I') OTKPBITOE IJIaM.

[Ipy BO3HUKHOBEHUH TMOKAPOOMACHOW CUTyallMM WM TMOXapa IepCoHal
JOJDKEH HEMEIJIEHHO TPHUHATh HEOOXOAMMBbIE MEphl Ui €ro JIMKBUAALWH,
OJTHOBPEMEHHO OMOBECTUTH O MOKApe aIMUHUCTPALIHIO.





