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KoHukypcHoe 3apaHue

[To3BoNbTE TIpEACTABUTHCS, MOM HOBBIM Koyuiera: S HawansHuk MT-pgenapramenra
ycnemHoi (uHancoBor kopropanun «IIMC u Ko ®dunanc», Kyna Bbl TOJBKO 4YTO
YCTPOUJIUCh HAa JOJDKHOCTHh TJIABHOTO CHCTEMHOTO aJMUHHUCTparopa. buarogaps
COOJIIOJICHUIO TIPABUJI PETYJIATOPOB U COOCTBEHHBIM CTPOTHMM BHYTPEHHUM IIpaBUJIaM, B
KPU3MCHOE BpEMsl Hallla KOMIIAHHMS COXPaHSET CTa0WJIbHOCTb, O YEM CBHUJCTENIbCTBYET
Bamla HeMayas 3apmara. K coxaneHuto, Bam  Kosulera, co3fgaBaBmmi  MT-
UHGPACTPYKTYPY, HAXOJAUTCS B JUIUTEIILHON KOMaHIMPOBKE U €Il HE ycIen BBecTu Bac B
Kypc Bcex nien. Oanako Onarojapsi Baileld BBICOKOW KBaJIM(PUKALMK BaM JIOJKHO XBAaTUTh
¥ TeX OOPBIBKOB HH(POPMAIIUH, YTO OH YCIIEI TIEpeIaTh.

B Bam mnepBwiii paGounii neHb HEOOXOIMMO MPOBECTH MOAKIIOYEHHE HOBOTO
oduca, OTKPHITUE KOTOPOTO HA3HAYEHO HA HAYalo CIEAyIOled HeaeNlu, K Hameh
KopropaTuBHOUM ceTu. [locne »Toro HalaguTh CBSI3b C OCTAILHBIMUA OUCAMU KOMITAHHH.
B Bamem pacnopskeHUH B JaHHBIM MOMEHT UMEETCH:

« 2 kommyTaTopa Cisco Catalyst 2960 Plus;

» 2 mapuipytu3aropa Cisco 2911;

* OJIMH CEPBEP MO HYKJIbl BUPTYTU3ALUH.

OcranpHOE 000pyAOBaHNE OOCIIAHO MMOCTABUTD B OV KAUIIINE JTHU.

Celiuac KaXIbIii yac Ha CYETy, a MOTOMY Hallle pyKOBOJACTBO TpeOyeT, 4TOObI Bce

3aJa4u OBUIN BBITTOJIHEHBI CCroaHs B TCUCHHNU 4 qacos.
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Moayas 1 Kondpurypamnus ceTeBoro TEJIEKOMMYHUKAIIMOHHOI'O

o0opynoBaHust

[Ipexne, yem mpucTynuTh K paboTe BaXKHO:

- 03HAKOMUTBCS CO cxemoi noakmoueHus Cxema 1;

- BHUMATEJIBHO n HEJIMKOM npouunTaTh 3anaHue;

- HE 00s3aTeJIbHO BBIMOJHATh IMYHKTHI 33/IaHUSl 1O OYEPEAM, a TaKXKe 3aJaHue
nenMkoM, BaM MoXXeT He XBaTUTh Ha 3TO BpeMeHM. Mcxoas U3 3TOro moaymamnTte, Kak

ONTUMHU3UPOBATH CBOIO paboTYy.

' BHUMAHMUE !!!

[To 3aBepmienuto paboTel Bam HE0OXOAMMO MPEAOCTaBUTH Ha MPOBEPKY CETEBOE
o0opyI0BaHUE B BBIKIIOYEHHOM COCTOSIHUU. B 11000M cilydae Bce MpeOCTaBICHHOE
Bamu 0o6opyaoBanue OyaeT nmepe3arpykKeHo dKCIepTaMu Iiepe]] HauaaoM POBEPKH.

Bxox B cuctemy OyneT OCYIIECTBIEH CTPOrO IO PEKBU3WTAM, YKa3aHHBIX B
3amanud. B ciiyyae HEBO3MOXHOCTH BXOJ]a B CUCTEMY, BBIMIOJHEHHAs paboTa Mo JaHHOU
9aCTH KOHKYPCHOTO 3aaHMs HE OIICHUBACTCS.

[Ipy BBIOTHEHWW 3a/laHUS YYTHUTE BO3MOXKHBIC BHEIITATHBIE KPATKOBPEMEHHBIC

WJIN JJIATCIIbHBIC OTKIIFOUCHUS 3JICKTPOIHCPIUH.

1. TlpousBenute MOAKIIOYEHUSI CETEBOTO 000pyI0BanHus cornacHo Cxeme 1;
2. JIns HACTPOMKH YCTPOWCTB HCHOJIb3YWTE HAMMEHBIINE CETU C YKa3aHHBIM
KOJIMYECTBOM XOCTOB:
a. Cerb LANI1: 192.168.N.128 100 xocTOB;
b. Cerb LAN2: 192.168.N.64 50 x0cTOB;
Cerp LAN3: 192.168.N.32 25 x0cTOB;
Cetp ISP: 10.N.N.16 2 xocTa;
e. Cerb MNG: 172.16.N.0 16 xocTo0B,

i
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3. Ha cereBbix amantepax nicl u nic2 IIK SERVER 3apaiite TOJIBKO
cratnueckue [P-agpeca u macku nojacetu cornacHo Cxeme 1;

4. N3BectHO, uyTo MapmpyTtu3aTop R1 mepeexan u3 craporo odrca KOMIaHUHU U €TO
[P-anpec 10.0.5.254/22, a noruH u maponb telnet TOAKIIOYECHHS: C€iSCO; Mapoiib
IPUBUIIETUPOBAHHOIO pexkuma: cisco. CoriacHo npaBuiaM ONpPENETIEHUS UMEH yCTPOUCTB
B KOMITaHUH, Ha3oBHUTe MapupyTuzarop R1 HQ-R1.

5. YcranoBute naposiu ¢ pyHkIuen TpedboBanus uX BBoA (TIpy HEOOXOAUMOCTH):

- Ha MPUBUIICTHPOBAHHBIN pexxruM enpasok ;

- Ha TiepBbIe S (TIATh) TEpMHUHAIBHBIC THHUH: Viyin ;

- Ha KOHCOJIbHOE NoIKIIoueHue: letmeincon ;

He 3a0ynpre BKIIOUMTH HIM(PPOBAHUE MApoJied Ha YCTPOMCTBAX C IMOMOILBIO
CIIELMAJIBHOTO CEPBUCA;

6. Poytep R2 Ob11 KyIUJIeH cienuanbHO ISl HOJKII0UeHHsI HOBoro oduca. HazoBure
MapuipyTtuzarop BR2-R1. YcraHoBuTe Takue e napoiid 10CTyIa, Kak 1 Ha poyTtepe HQ-
R1;

7. U3BectHO, uTo KOMMyTatopel SW1 u SW2 Takxke nepeexanu u3 craporo oduca
KOMIIaHUU, HO WX KoHpurypammum coOpomensl. HazoBute ux HQ-SWI1 u HQ-SW2
COOTBETCTBEHHO. Y CTAHOBUTE TAaKUE K€ MapoJId JOCTYyNa, KaK U Ha POyTepax;

8. Ina ueHtpanu3oBaHHOTO KoHurypupoBanusi VLAN B xoMMyTupyeMoil ceTH
OpeAnpusTUsa Ucnoiab3yte npotokon VTP Bepcum 3; B kauecTBE OCHOBHOTO CEpBepa
VTP ucnone3yiite HQ-SW1; B kauectBe nomena ucnoinb3yire VIPCiscoFinCorp.ru ;
ucrnionb3yite naposb VIPPass mis 3amurer VTP, Tabnuma VLAN nmomkHa coaepkaTh
TOJIBKO cnenyroniue ceTu:

- VLAN 11, c umenem LANI;

- VLAN 55, c umenem NATIVE;

- VLAN 77, c umeneM MANAGEMENT;

- VLAN 99, c umenem DEPO;
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9. Hactpoiite IP-aapeca kommytatopoB HQ-SW1 u HQ-SW2 coorBercTBEeHHO
Cxeme 1. Ucnonszyiite MANAGEMENT B kauecTBe cCeTH YyHpaBJICHUS CETEBBIM
obopynoBanueM; B KkaudectBe HeTarupyemod VLAN wucnonssyiite VLAN 55. Bee
HEHUCIOoJIb3yeMble nHTepdenchl oTKiIounTe U nepeseaute B VLAN 99;

10. Bxurounte npoTtokosn 6e3onacHocT port security Ha uHTepdeiice fa0/10 HQ-
SW2; naznauste nopt kommyraropa B LAN1; makcumanbHoe konmnuectBo MAC anpecoB
Ha NOPTY AO0KHO ObITh paBHO 60; MAC aapeca J0JIKHBI OCTaBaThCsl B HACTPOIKax mociie
nepe3arpy3ku; cnoco0 oTpabOTKu HapyuieHusi Oe30macHOCTH — OJIOKUpOBKa 0e3
YBEJOMIICHHS];

11. Ha kommyTaTopax W poyTepax Ha HCHOJb3YEMBIX BHUPTYAJIbHBIX JIMHUSAX
ucnoab3yiite mporokon SSHv2, orkmiounte noctynm mo telnet s mpenoTBpaiieHUs
yTeuku uHPopManuu. AyTeHTUPUKAIMS HA JTUHUSX BUPTYaIbHBIX TEPMHUHAJIOB JOJHKHA
MPOU3BOJIUTHCS C MCIOJIb30BAHUEM JIOKAIbHOW 0a3pl y4€THBIX 3amuceid. Hacrtpoiite
HEOOXOAMMOCTh ayTeHTH(PHUKAIIMN Ha JOKaIbHOW KoHcoau. Co3maiiTe mojap3oBaTeNs s
apTopu3anuu udepe3 SSH Ha Bcex ycrpoiictBax cisco ¢ maponeM SanFranCisco; on
JIOJDKeH  o0nanaTh  MaKCUMalbHBIMH — TpHBWIETHSAMH. Bce  komMmyTaTtopel U
MapmpyTu3aTopbl a0KHBI ObITh B gomeHe CiscoFinCorp.ru. Ha Bcex ceTeBbix
YCTPOMCTBAxX JOJIKHA MCIIONb30BATHCA CUCTEMa ayTeHTU(UKAIIMU, aBTOPU3ALUU U ydeTa
COOBITHIA.

12. HacTpoiite arperupoBaHie KaHaJIOB CBSI3M MEXKIYy KOMMYTaTOPaMH C MOMOIIBIO
OporpueTapHoro mnporokona komnaHuum Cisco. Arperauuvi MexXay MOpTaMu
KOMMYTaTOPOB OPraHW30BaTh C HOMEPOM arperupoBaHHOro uHTepdeiica 3;

13. Hactpotite uatepdericel MmapiipytuzaTopon coriacHo Cxeme 1. Ha untepdeiice
poyrepa HQ-R1  peammsyercst  texHomormst  Router-on-a-Stick.  Mcmonbp3yiiTe
nonabiHTepdeiice 11 u 77 nus ceteit Lanl 1 MNG coOTBETCTBEHHO;

14. Hcnonp3ysd CHOUCKM KOHTPOJIA JAOCTyna oOecrnedbTe, 4YTOOBl yAATEHHOE

MOAKJIIOUEHHE K MapuipyTtu3atopy 06110 Bo3MoxxkHO TOJIBKO ¢ komnbroTepa YuacTHuUKA,
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HO IIPH 3TOM HUKAaK HE OTPaHUYMBAIIO TpadUK Yyepe3 MapLIpyTHU3aTop; 00ecrnedybTe TOCTyI
K MapLIpyTU3aTopy Kak u3 cetu Lanl, Tak u u3 cetu Lan2.

15. HacrpoilTe HAMHAMMYECKYH) MAapLIPYyTU3aLHUK HA MapupyTu3aTropax ¢
ucnonb3oBanueM Tnporokonma OSPFv2  cormacno Cxeme 1; 00bsBUTE ceTH ¢
ucnosibzoBanueM mdS kiroua cisco321 s nepenaun OSPF-nakeToB. Mapuipytuzaropsl
JOJKHBI TTOJTy4aTh HHPOPMAIUIO O BCEX CeTsIX. BKIIIoUnTe CyMMapu3aiuio MapiipyToB;

16. Ha o6oux mapmpyTtuzatopax otkiaouute mporokoss CDP TOJIBKO Ha noptax B
cTopony cetu ISP;

17. Ha Bcex CeTeBBIX yCTPONCTBAX JOKHBI OBITh HACTPOCHBI:

- BBIBOJI KOHCOJBHBIX COOOIIEHHWNA B CHHXPOHHOM pEXKHUME, UYTOOBI BBIBOJIUMBIC
COOOIIEHUSI HE pa3pbIBaIM BBOJ KOMaH/ B KOHCOJIHU U Ha JIMHUSX Viy;

- OanHep message-of-the-day cnenytomero comepxanusi: «Authorized access
only!»;

18. B cereBoii nHPpaCTPyKType CEpBEpOM CHHXPOHH3AIMU BpeMeHH siBisieTcs HQ-
R1. BCE ocTanbHbI€ cE€TEBBIE YCTPONCTBA JOJIKHBI HCIIOJIB30BaTh €r0 B KAUECTBE CEPBEPA
BpemeHu. Hactpoiite BpemeHHyto 30Hy ¢ HazBanueM MSK, ykaxure paznuny ¢ UTC +3
yacoB. MHcnonb3yiite crparym 2. Hcnonb3yiTe [l CHHXPOHHU3AUUU KIUMEHTOB
ayreHtTugukanuo MDS5 ¢ kiirodoMm timestamp ;

19. Ha HQ-R1 HacTpoiiTe TpOTOKOJ AMHAMHUYECKON KOH(MHUTYypaluu XOCTOB IS
cetu LAN2. Ycrpoiicta noskubl nostydyat BCE ceteBbie mapametpsl. Komnbrotep BR1-
CENTOS nomxken nosyyats 6-oi anpec cetn LAN2;

20. Tnst TecToBoOro 3amycka npotokosa [Pv6 Heo6Xo1uMO HACTPOUTH:

- nopaepxkky [IPv6 mapuipyTusanuu Ha MapuIpyTH3aTopax;

- IPv6 anpeca na LoopBack 0 unrepdeiicax: HQ-R1 2001:765:916:C0::1/64; BR2-
R12001:765:916:ABC::1/64;

21. C IIK Server nomkeH obOecneuuBatbcsi noctyn ko BCEM ceTeBbIM

ycTpoiicTBaMm 1o ux hostname.
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Moayasb 2. Konpurypanusi cepsucoB u ciayx0 Ha 6aze OC Microsoft Windows

Server 2019

[Tpex e, 9emM IpPUCTYIUTh K paboTe BayKHO:

- 03HAKOMUTBCA CO cxemo nmoakaouenus Cxema 1;

- BHUMATEJIBHO n HEJIMKOM npouuntats 3ananue;

- HE 00s3aTeNbHO BBHITIOIHATh IMYHKTHI 33JIaHUS 0 OYEPEaH, a TaKXKe 3aJlaHue
LHEJIMKOM, BaM MOXET HE XBaTuTh Ha 3TO BpemMeHHW. Mcxoas u3 3TOro momymamre, Kak

ONITUMHU3UPOBATH CBOIO paboTy.

"' BHUMAHMUE !!!

Bce HeoOxoaumbIe TUCTpUOYTHBBI PacTIoNoKeHbI Ha pabodem crode [1K.

[Io okoHuanutro paborsl Bam HeoOXOAUMO MPEJOCTaBUTh Ha MPOBEPKY
BUPTYyaJbHbIE MAIlIUHBI B BBIKJIIIOYEHHOM cOCTOsiHUM. B mrobom ciiydae Bce BM Oynyt
repe3arpyKeHbl IKCIIEPTaMU NIEpe]l HAYAJIOM POBEPKH.

Bxox B cuctemy OyneTr OCYHIECTBIEH CTPOTO IO PEKBU3UTAM, YKa3aHHBIX B
3a/laHuu. B cilyyae HEBO3MOXKHOCTH BXOJIa B CUCTEMY, BBINIOJTHEHHAs padoTa Mo JaHHOU
YaCTH KOHKYPCHOTI'O 3aJIaHUsI HE OLICHUBAETCS.

[Ipu BBITOTHEHWM 3aJaHUSI YYTUTE BO3MOXKHBIE BHEIITATHBIE KPATKOBPEMEHHBIC

W JJIATCIIBHBIC OTKIIFOUYCHUSA DJICKTPOOHCPIUH.

YcranoBka u Hactpoiika OC cemeiictBa Windows

1. Cozpaiite BM co cnen. mapamerpamu: umsa BM — HQ-DC; BuptyanbHbIi
TUCK B BHUae oxHoro daina odosemom 70 16; 0o0bem OIl 4 r0; 4 smpa mporeccopa;
Buptyanbubii Intel VT-x/EPT unu AMD-V/RVI;

2. YcranoBure OC Windows Server 2019; ucnonb3yiiTe napoiib y4eTHOH

3anucu Administrator: P@ssw0rd2022 ;
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3anaiite ums cepsepy - HQ-DC; nacTpoiite ceTeBbie MmapaMmeTpbl COTJIacHO

Crnenaiite cepBep KOHTpoJIepoM noMeHa - AbiMoscow.com.

CosnaﬁTe OpraHu3allMOHHBIC CAWMHHIIBI, TI'PYIIIIbBI H MOJb30BaTelIC B JOMCHC

AbiMoscow.com coriacHo Ta0iIuIe:

Yu. IMapoub Ioapa3nenenue 1017 (0 Ynen rpynn

3alUCh

A1000000 Bova ﬁﬂxﬁiﬁgpigpz; OMCEHA;
admin | (cpok mercTBUS apOIIs HQ/Admins . A PaTopEI ’

Korolevich | AxmunncTpatops
HE OTPaHUYEH)
pEeaIpUATHSL

Allll1111

(3ampeTuTh CMEHY

naposs Ilya [Tonp30oBaTenu qoMeHa;
Userl M10JIb30BATEJIEM; CPOK HQ/Sales Murovec HQ_ Sales

JieicTBUS Mapos He

OrPaHUYEH)

Al222222

(3anpeTuTh CMEHY

apoJis Dobryniya | [lonp3oBaTenu 10MeHa;
User2 10JIb30BATEJIEM; CPOK HQ/Managers Nikitich HQ Managers

JIEUCTBUA Maposs HE

OTpaHHYEH)

A1333333

(3ampeTuTh CMEHYy
User3 napoJis BRI/BR IT Aleshq [Tonw3oBaTenu 10MeHa;

MI0JIb30BAaTEIIEM; CPOK - Popovich BR_IT

JIEHCTBHS MIapOJIs HE

OTpPaHUYEH)

Al444444

1(132‘1(/'1 H(?J'Ie; e Mikula [Tonb3oBarenu nomeHa;
User4 P BR2/BR_Sales Selyaninovi A ’

[OJIb30BaTENIEM; CPOK - ch BR Sales

JICHCTBHS IIapOJIs HE

OTpPaHUYEH)

5. Ycranosute u Hactpoiite ciyx661 DNS u DHCP nns cetu LAN1. Ciyx6a

DHCP nomxna umets niyn u3 13 (TpunHaaumat) ajapecoB, HauuHas ¢ 10-ro mocTymHOro

8
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anpeca u3 cetu LANI, uckmrouas 4 u 5 aapec; 3-uit agpec auanazona DHCP nomxen
ObITh 3ape3epBupoBaH A1 MamnHbl HQ-RDS. B onmusix 10/KHO nepenaBatbesl MUTI03 U
DNS cepsep;

6. Hactpoiite 30ny npsimoro u o6patHoro npocMmorpa DNS. Jlo6aBpTe 3amucu
(A) nns cepepoB. CroHurypupyiite nepecsuiky Ha aapeca: 8.8.7.7 u 8.8.8.8;

7. Cozpnaiite BM co cnen. mapamerpamu: umsi BM — HQ-RDS; BupTyanbHbii
TUCK B BHje ojHOro ¢aina oobemom 60 ro; oovem OII 4 16; 4 sapa mporeccopa;
BupTyanbHbii Intel VT-x/EPT unu AMD-V/RVI;

8. Ycranoute OC Windows Server 2019; ucnonb3yiiTe mnapoib Y4YETHOU
3anucu Administrator: P@ssw0rd2022 ;

0. 3anaiite umsa cepeepy - HQ-RDS.

10.  OC momxHa nonyuats 3ape3epBupoBaHHblil [P-aapec or HQ-DC;

11. Beeaute cepBep B paomeH AbiMoscow.com. B crpykrype nomeHa
nepeMecTuTe ero B nojapasaenenue HQ;

12. Ha cepsepe HQ-RDS ckondurypupyiire:

- TEPMUHAIIBHBIA CEpBEP C JIMIICH3UPOBAHUEM IO KOMITbIOTEpaM (UCIOJIb3YHTE
BPEMEHHYIO JIMIEH3UIO);

- BeO noctyn RemoteApp k ciryk06am TEpMUHATIOB CEPBEPA;

- nyOnukanuio mporpamMmbl « WordPad» nHa BeO-mopTane RemoteApp mtst Bcex
cotpyaaukoB otaesna BR IT.

13. OO6ecnieubTe oOTKa3oycToWunMBOoe XpaHwiuine Ha cepBepe HQ-DC cosnmas

3epKasibHBIN peitn oobemoM 1 GB. Hasnaubte emy OykBy D: ;
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14. Ha cepsepe HQ-DC co3paiite ceTeBble MalKW, HACTPOWTE (PUIBTPHI

0JIOKUPOBKHU (paiijIOB B COOTBETCTBUU C TAOJIHIICH:

IHanka I'pynnsi ¢aitaos s KBoTtuposanmue
0JIOKHPOBKH

TOJIBKO .mp3 u .wav,

D:\Folders\Sales "
ocTajbHbIC (hafIBl pa3perICHbI

Jlo 50 MB

D:\Folders\IT - Mo 150 Mb

15. HacrpoiTe W mNpHUMEHUTE TPYIIIOBBIE INOJUTHKA K IIOJB30BATEISIM M
KJIMEHTCKUM pPAa0OYMM CTAaHLUSAM JOMEHa (KaKIbli IyHKT JOJDKEH OBbITh ONMCaH B
oraenbHOM rpynnoBoit nosintuke; 3AIIPEIIIEHO wu3MeHATh TIpynmnoBble€ NOJUTHKU
Default Domain Policy u Default Domain Controller’s Policy):

15.1. [Tonmutuka AccountPolicies: napaMeTrpbl Y4YeTHBIX 3amucedl Uil BCeX

HOJb30BaTeJIEN JOMEHA:

- BECTH JKypHaJ IapoJie - 7;
- MAaKCUMAaJIbHBIN CPOK AEUCTBUS napoyit - 60;
- IapoJIb IOJKEH OTBEYATh TPEOOBAHUSAM CIOXKHOCTU - BBIKJIFOUEHO;

- MUHUMAJIbHAS JJIMHA Taposis — §;

- IPOJAOJKUTENIHOCTh OJIOKUPOBKH YUETHOM 3alUCH - 5;
- IOPOTOBOE 3HAUYCHHE OJJIOKUPOBKU - 3;

- BpeMs 10 copoca cueTyuka OJIOKUPOBKHU - 2;

15.2. [Tonmutuka LocalAdmins: J[o6aBpTe monbp3oBareneit oraena BR1/BR IT B
JOKANbHYIO TPYNIy aAMUHUCTPATOPOB JUIsI BCEX KOMIBIOTEPOB (HOYTOYKOB)
JIOMEHa;

15.3. [Tonrutuka MappedDrive: [lonkiounTte ceTeBble AUCKH COTPYIHHUKAM BCEX
otaenoB Sales u IT, HaznaubTe OykBY K:

15.4. [Tomutuka RDP: BxiarouuTe yaaleHHbId pabdoyumii  CTOA  Ha  BceX

KOMITbIOTEpax, Haxosammxces B pumnane HQ.

10
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Moayasb 3. Kongurypanusi cepBucoB u ciayx0 Ha 0a3e qucTpudyruBoB Linux -

Debian 10 u CentOS 8

[Ipexxne, yem mpucTynuTh K paboTe BaXKHO:

- O3HAKOMUTBCS CO cxemoi noakmoueHus Cxema 1;

- BHUMATEJIBHO n HEJIMKOM npouunTaTh 3anaHue;

- HE 00s3aTeNbHO BBIMIOJHATH MYHKTHI 3a/JIaHUSl MO OYEpeAH, a TaKXkKe 3aJaHue
uenukoM, BaM MoXXeT He XBaTUTh Ha 3TO BpeMeHM. VcXoas U3 3TOro moaymamnTte, Kak

ONTUMHU3UPOBATH CBOIO paboTYy.

' BHUMAHHUE !!!

Bce HeoOxoaumble TUCTpUOYTHBBI paciofiokeHbl Ha padbouem crode T1K.

[To okonuanuu paboTel BaM HEOOX0AMMO MPEIOCTABUThL HA MTPOBEPKY BUPTYaJIbHbBIC
MAaIIMHBI B BBIKIIFOYEHHOM COCTOSTHUU. B mr00om ciydyae Bce BM OynyT mepesarpykeHbl
JKCIEPTaMU IEepe] HaYaIoOM MPOBEPKHU.

Bxon B cucteMy OyleT OCYIIECTBIEH CTPOro IO PEKBU3UTAM, YKa3aHHBIX B
3amanud. B ciiydae HEBO3MOXHOCTH BXOJla B CHCTEMY, BBITIOJHEHHAs padoTa Mo JaHHOU
YaCTH KOHKYPCHOTI'O 3aJIaHUsI HE OLICHUBAETCS.

IIpr BBITOTHEHWM 3aJaHUSI YUYTUTE BO3MOXKHBIE BHEIITATHBIE KPATKOBPEMEHHBIC

W AJINTCIIBHBIC OTKIIIOUCHUS 3JICKTPOSHCPIUH.

1. Coznaiite BM co cnen. mapamerpamu: umsi — BR1I-DEBIAN; o6sem OIl —
1,5 r0; ¢ukcupoBaHHbII BUPTYyaldbHBIN kecTkui nuck VDI o6semom 10,5 r6; BKItOUEH
PAE/NX;

2. YcranoBure Ha BupTyaibHyto MamuHy OC  Debianl0  (mapons
cylneprionb3oBaTens: toor!; mosiHoe UMs MoJab30BaTens: userl; naposis Ui MOJIb30BATENs
userl: A!111111

3. 3anaiite uma komnbtotepa: BR1-DEBIAN;

4. N3menute DNS-cybdukc ans nanHoit mamunsl Ha AbiMoscow.com,;
11
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5. N3mennTe maposas Ui Cynepnob3oBarTess root: toortoor ;

6. Hacrpoiite cereBoit uatepdetic cormacHo Cxeme;

7.  HobaBwTe mus Tekymiero ceteBoro natepdeiica alias ¢ IP cormacno Cxeme;

8. Co3zpaiite moJsib3oBatesei user2, user3 ¢ mapojsamu Al222222 u Al333333
COOTBETCTBEHHO;

9. Co3zpaiite rpyniny ablmpx u 100aBbTE B HE€ MOJB30BATENS User2;

10. Ilponummre B CHOUCOK PENO3UTOPUEB ISl  CKAuMBaHUS  CBOOOJHO
pactpoctpansiemoro [1O cepsep http://mirror.abi.ru/deb/ ¢ HanboabIIUM TPUOPUTETOM,
NICEBIOHMMOM pefin3a buster 1 komMmmoHeHToM main. [IponummmTe 3anuck kKak Ha OUHAPHbBIC
MaKeThl, TAK U Ha MAKEThl C UCXOJIHBIM KOJIOM.

11. VYcranoBute web-cepBep Apache. 3aMeHuTe CTapTOBYIO CTpPaHHUILY
(crapToBasi cTpanuna goixHa coaepxkatb TOJIBKO coobmenue «Welcome to
Abilympics 2022»); ctpanuna JojkHA OBITh JOCTYIIHA CO BCEX YCTPONCTB KOPIIOPALIMH
o aznpecy http://Abilympics2022.ru.

12. 3arpysute B BUPTYalIbHYIO cpeay ToToBbiid o6pa3 OC CentOS 8. Jlnsa Bxona B
CUCTEMY HMCTIOJB3YHTE JIOTHH/TIApOITb root/toor;

13. 3apaitte ums komneroTepa: BR1I-CENTOS;

14.  YcranoBuTe Mapoip HAa CyNEPHOIb30BaTENA root: toortoor;

15. Hacrpoiite cereBoii mHTEpdelic cormacHo Cxeme;

16. Usmenute DNS-cybduke nis qannoi mamuasl Ha AbiMoscow.com;

17. 3amperute yAajle€HHOE MNOAKIOYEHHME 1O  mnporokony SSH s

CyII€pHOJIb30BaTeA root.
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R1: R1
S0/1/0 - MocneaHwnin agpec cetu ISP “o/ot =1 so/1/0 50/1/0 -
GO0/0/0 - NMocneaHune agpeca ceteii LAN1 n MNG e T _,J@_# wrwr 20
GO0/0/1 - NMocneaHwnit agpec cetn LAN2 G0/0/0 ISP R2
R2: RoS OSPFv2 area 0
: LAN1

S0/1/0 - Mepsbitt agpec cetn ISP MNG  swi
Loopback 22 - MocneaHuit agpec cet LAN3 Fjg/i“__
SW1 - lNepsbit agpec cetn MNG Fa0T2 /3
SW2 - Bropom agpec cetn MNG LAN2 Cetb LANI1: 192.168.N.128 100 xocTOB;
SERVER: “errTr Bal Cets LAN2: 192.168.N.64 50 X0CTOB;
Nicl - MpegnocneaHnii agpec cetm Lanl; T Cetb LAN3: 192.168.N.32 25 X0CTOB;

a
Nic2 - MpegnocnegHnii agpec cetm Lan2; Cetp ISP: 10.N.N.16 2 xocTa;

vlan SW2
HQ-DC - MNMepsbiii agpec cetn Lanl; it Cetp MNG: 172.16.N.0 16 xocCTOB.
HQ-RDS— DHCP client; i =
BR1-DEBIAN — 5-bit1 1 10-o# agpeca ceTu Lan2; Nic2
BR1-CENTOS — DHCP client.

[FAREREEN N

VMWARE WORKSTATION

SERVER

ORACLE VIRTUALBOX

[FEEERR [FEEERRX

DEBIAN CENTOS
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2.5. Kputepun ouieHKH BbITIOJTHEHUS 32/ 1aHUS.

SN

HaumenoBanue moayJs 3ananue MakcuMaJIbHbI
i 0asn

Monyis 1: Y4acTHUKH JOJKHBI yOAUTHCS B TOM, YTO
Kondurypanus cereBoro BCE HACTPOMKHU Ha BCEX YCTPONUCTBAX MOCIE s
TEJIEeKOMMYHHUKAIIUOHHOTO nepe3arpys3Kku Bcero o0opyaoBaHus
o0opya0BaHuUs GYHKIIMOHUPYIOT
Mopyns 2: Y4YacTHUKH JOKHBI 00ECIIEYNTEH HATUUNUE U 32.5
Konduryparmst cepBucoB u (YHKIIMOHHPOBAHUE B COOTBETCTBHU C
ciyk6 Ha 6a3e OC Microsoft 3aJIaHAEM CITyKO U poJiel Ha yKa3aHHBIX
Windows Server 2019 BUPTYyaJIbHBIX MalIMHAX
Mopyns 3: Y4acTHUKH JOJKHBI 00ECTICUUTh HATUYUE U 11.5
Konduryparwst cepBucoB u (YHKIIMOHHPOBAHUE B COOTBETCTBHU C
CiTy>k0 Ha 0a3e TUCTpUOYTHBOB | 3aJaHUEM CIIY>KO M pOJIeH Ha yKa3aHHBIX
Linux - Debian 10 u CentOS 8 BUPTYaJIbHBIX MAlLIMHAX
UTOroO: 100

Moayns 1: Kondurypaius ceTeBoro TeIeKOMMYHUKAIIMOHHOTO 000py0BaHUS

Oo0bexTBHa | Cy0BbEKTHBHA
MakcumaJjibHbI
3ananue Ne HaunmeHoBanue sl OLICHKA Sl OLIEHKA
e 0aJlIBI
KpUTepHus (0asBI) (0amab1)*
Konduryparus [Tonkmrouenue 3 3
CETEeBOTO 1. | cereBoro
TENIEKOMMYHHUKAI] 00opynoBaHUS
HMOHHOT'O baszoBble mapamerpsl 13 13
2.
o0opyI0BaHUS YCTPOWCTB
3. | VTP 3 3
A Hactpoiika 5.5 5,5
uHTepdercoB
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QA

KOMMYTaTOpOB

5. | Arperaius KaHaJoB 2 2

6. | Port security 1 1
MapuipyTtuzanus 3 3

k vlan (RoS)

8. IP anpecanus 6 6
MapuipyTtuzanus 4,5 4,5

" | ospr

. Hacrpoiika 3 3
YAaJIEHHOTO JOCTyTa

11. | ACL 1 1

12. | NTP 3,5 3,5

13. | DHCP 3,5 3,5

14. | IPv6 2 2

s IIpoBepka gocryna K 2 2
YCTPOMCTBY

HUTOI'O:

56

Monyns 2: Kondurypauus cepBucoB u cinyx0 Ha 0aze OC Microsoft Windows

Server 2019
3ananue Ne HauMmeHnoBanue Makcuman | O0bexkTHBHasE | Cy0ObeKTHBH
KpuTepus bHbIE OlleHKA asi OlleHKAa
0aJL1bI (0amIbI) (0anIbl)*
Konduryparnms Hacrpoiika cucrem
CEPBUCOB U - BUPTYyaIU3aLlUN 4,5 4,5
ciryx0 Ha 6aze YcranoBka OC u
OC Microsoft 2. | obmue mapameTpsl VM
Windows Server HQ-DC 5,5 5,5
2019 [Tonb3oBarenu u
3 noapasnenenus AD 4 4
4. | DNS 2,5 2,5
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QA

DHCP 3 3
®daitoBbIN cepBep 4,5 4,5
GPO 4 4
VYceranoBka OC u

o0mue napamerpsl VM

HQ-RDS 3 3
RemoteApp 1,5 1,5

UTOIO:

32.5

Monyins 3: Konduryparust cepBUCOB U CITy>K0 Ha 6aze nuctpuOyTruBoB Linux -

Debian 10 u CentOS 8

3amanune Ne HaumenoBanue Maxkcuman | OobexkTuBHas | Cy0ObeKTHBH
KpuTepus bHbIE OlleHKA asi OLleHKa
0a/LIBI (6anbI) (damabr)*

Kondurypanus 1. VYcranoska OC u 8,5 8,5

CEPBHCOB U CITyk0 Hactpoiika VM Debian

Ha 6aze VYceranoBka OC u 3 3

TUCTPUOYTHUBOB 5 HacTtpoiika VM CentOS

Linux - Debian 10

u CentOS 8

HUTOIO: 11.5
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